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Abstract

Since the emergence of blockchain technology in the form of Bitcoin by Satoshi
Nakamoto, its development has progressed rapidly that has attracted the at-
tention of various researchers in academia and industry. Blockchain technol-
ogy is becoming an increasingly secure and effective way to share information
in various industries, including finance, healthcare, supply chain management
(SCM), and the Internet of Things (IoT). Blockchain is a decentralized system
implemented in a peer-to-peer network which can store transactional records
in a distributed database known as a distributed ledger. Every active peer or
node in such a network has a copy of the distributed ledger. Decentralization,
immutability, security, and transparency make Blockchain technology one of
the most promising and prominent technology in internet-based communica-

tion.

Most of the real-life applications deal with enormous amounts of data ex-
change administrated by authorized access of users or nodes. The IoT with
5G communication increases the volume of data and makes the problem of
authorization of data access more complex. The fundamental requirement
of data exchange policies among multiple nodes also demand immutability
and decentralization to avoid single-point failure. Most of the conventional
applications like Electronic Health Record (EHR), Public Key Infrastructure
(PKI), Supply Chain Management, IoT applications, e-governance and bank-
ing suffer from single-point failure, security risks, limited scalability, and lack
of transparency. In this regard, the adoption of blockchain in EHR, PKI and

other data exchange applications can address all the above-mentioned issues.

For example, a simple blockchain-based decentralized application (dApp) for
healthcare data can eliminate all the potential barriers of a centralized appli-
cation. In health care system (HCS) application decentralization and security
are the two most essential features required to exchange data between patients
and doctors. The absence of the above-mentioned features in HCS can cause
difficulty for patients in accessing their health data. Similarly, in conventional
PKI, a centralized third-party validator or CA for generating, issuing, and
managing digital certificates may cause a single point of failure. Communi-

cations established by conventional PKIs rely on third-party centralized CAs,
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which fundamentally breaches the security paradigm. As a result, the litera-
ture has reported many incidents of malicious CAs. Additionally, conventional
PKI does not provide an effective way to detect the malicious behavior of the
validator or C'A. These limitations of conventional PKI make it challenging

to be used as a solution for secure data exchange.

The adoption of blockchain technology in HCS makes it more productive and
effective. The advantages of blockchain technology such as decentralization
and immutability can facilitate better and secured management of electronic
health records (EHR), electronic medical records (EMR) for various medical
devices, billing, and telemedicine systems. The selection of different CAs
for different transactions can eliminate the single-point failure limitation of
conventional PKI. Additionally, the use of DLT can identify the malicious
behavior of the selected CA. Efficient smart contract can prevent many attacks
on BC-PKI, and the adoption of efficient consensus algorithms along with
clustering to reduce searching space of CA selection process can also reduce
the significant amount of computational overhead of BC-PKI. Moreover, the

consensus algorithm solves the issue of the third-party C'A.

The objective of the thesis is divided into three parts: The first part develops
a basic blockchain-based dApp for EHR. The second part proposes and im-
plements a new light weight smart contract which addresses different attacks
on blockchain-based PKI while the third part uses cluster algorithms along
with a modified consensus algorithm to reduce the computational overhead of

BC-PKIs.

In the first part, a basic dApp for EHR was developed to store medical data
and facilitate its exchange between patients and doctors. The developed dApp
allows patients to choose their preferred doctor. The selected doctor can
access the EHR of the patient and diagnose it. Once the patient is diagnosed,
then she/he has to make the payment to that corresponding doctor. For
this purpose, each patient is attached to MetaMask digital wallet through
their private key. MetaMask helps the patient to transfer the fee in terms of
Ethereum coin named as E'T'H to the doctor using doctor’s public key. The
developed dApp provides a simple blockchain-based communication between
the patient and doctor. However, the security concern in terms of different

attacks has not been addressed in this work.

The BC-PKI is reported as a second part of the thesis which addresses different
attacks such as Denial of Service (DoS), Man in the Middle Attack (MITM),
Distributed Denial of Service (DDoS), 51%, Injection attacks, Routing attacks,
and Eclipse attack. This BC-PKI uses a lightweight smart contract to validate



the identity of the node and the C'A. The smart contract used in BC-PKI sets
a maximum threshold for all nodes. A counter in each node counts the number
of times that node becomes a C'A. If the counter in each node exceeds the
threshold value, the proposed smart contract will not allow that node as a C'A.
The Delegated Proof of Stake (DPoS) consensus algorithm used in this model
makes it suitable for lightweight applications. Undoubtedly, the developed BC-
PKI provides a secure framework for internet-based communication. However,
this BC-PKI does not aim to reduce the computational overhead caused by

the CA selection process.

The decentralization feature of public and private blockchain-based applica-
tions is achieved by selecting different nodes as validators or Certificate Au-
thority (CA) for each transaction. The network may have a large number of
transactions and participants. For a large network, selecting a CA for each
transaction may cause a significant amount of block propagation delay, which
can reduce network efficiency drastically. The third part of the thesis proposes
a different approach to increase the efficiency of BC-PKI. The developed ap-
proach creates clusters of participant nodes based on their validation time,
response time, and trust. This method selects a cluster based on the budget
of response time and validation time given by the node that intends to start a
transaction. Thereafter, the node which has the highest trust in that cluster
is chosen as a CA for the next transaction. Instead of searching on all partic-
ipant nodes, our approach searches on the nodes of the chosen cluster which
reduces the searching space of the CA selection process. This research work
adopts a trust evaluation approach where the trust factor is quantified based
on its experience and reputation. The node trust is re-evaluated after every
successful and unsuccessful transaction. A node that performs more successful
transactions has more trust value. The node that has a higher trust value has

a higher probability to be selected as a CA for a transaction.

The works as presented in this thesis use the open-source development en-
vironment Ethereum platform (GETH) with 100 nodes. Additionally, the
Truf fle Suite was used to deploy and test the smart contract on the blockchain.
The Remix I DE with Solidity v0.4.24 scripting language was used to develop
the smart contract. For the dApp, the MetaMask wallet was used to facili-
tate payments between doctors and patients. To develop the dApp and PKI,
a Windows 10 OS, 8GB RAM, Intel i5 processor with a clock speed of 2.8
GHz, 1TB HDD, and 500GB SSD is used.

The author firmly believes the research work should be open sourced so that

the research community can reap maximum benefits. Following this motiva-
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tion, the author has uploaded all the relevant codes pertaining to this thesis
work at ....git hub link...
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Chapter 1
Introduction

Before the advent of Blockchain technology, there was no decentralized mechanism to
govern online actions which can ensure non-repudiation of data. The two parties or nodes
involved in a transaction do not have faith in the other’s commitment to keep their in-
formation unaltered for commercial interest. The modification of information is allowed
only if both the parties have the relevant knowledge or provide their consent for the
same. Different group of individuals nodes do not rely on any kind of transaction or com-
munication without the presence of central authority. This issue commonly refer to as
" Byzantine Generals Dilemma” which states the hardness of agreeing on anything with-
out relying on central authorities. In this classic problem, the Byzantine army is divided
into multiple battalions where each battalion reports to a different generals. Generals of
all battalions communicate through a common messenger. In response to the message,
they agree on a strategy which calls for simultaneous attacks from all battalions. This
strategy is likely to be sabotaged by traitors who intercept or alter their communications.
The main challenge of all generals is to agree on a common contract with the presence of
imposters.

The issue of Byzantine Generals problem may be solved using Blockchain technology
by adopting a probabilistic approach. The movement and distributed storage of data
over a network of computer nodes not only leads to an improvement in transparency but
dependability as well. As a result, the probability of attackers to compromise the integrity
of a distributed database considerably decreases. Attacks on this network may be possible
only when attackers have significant amount of network processing power. Moreover, the
protocols of Blockchain have the ability to guarantee the integrity of the transactions.

Blockchain is a chronological archive of transactions. These transactions are organized
into blocks which are validated by other computer nodes connected with the Blockchain
network. The data in each block is validated by an intricate mathematical equation or a
set of hash functions, which preserves the data integrity as well. The Blockchain database

is replicated on all the nodes which are part of the network. These nodes are regularly



synced to access the most latest and accurate version of the shared database.

Blockchain technology (BCT) is a framework for performing and recording transactions
in a peer-to-peer network. This storage of validated transaction is called a distributed
ledger. Instead of validation of a central node, Blockchain technology is rather based
on multiple nodes|1, 2|. Initially, in 2009 Blockchain technology has been introduced in
terms of Bitcoin as a form of cryptocurrency. Since Blockchain came into the picture,
this technology has attracted a lot of attention across a wide range of industries. It is
becoming an emerging solution in transforming the traditional communication system into
a distributed one by implementing a distributed ledger (DLT) which is made available to
every participant in the peer-to-peer network. The fundamental idea behind the DLT is
to store all the blocks consisting of transaction data. Each block in DLT includes two
things: block header and transactional data. The block header consists of the hash of
the previous block, timestamp, and transaction information. The Merkel root tree used
in Blockchain is a data structure where the leaf node represents the cryptographic hash
of data and the non-leaf node presents the hash combination of its corresponding child
nodes. Figure 1.1 represents the block structure of a block in DLT.

Block 1 ( Genesis Block) Block 2 Block n
Header Header fl Header

N Hash of the  |jp——————— | ====- Hash of the
Time Stamp Previous Block Time Stamp | ----- Previous Block Time Stamp |
Merkel Root Tree | Merkel Root Tree | | Merkel Root Tree |

Transaction Transaction Transaction
(id, key, data, operation ) (id, key, data, operation ) (id, key, data, operation )

Figure 1.1: Block Structure in Blockchain Technology

The use of decentralization features simply removes the potential barrier of a central
authority which makes the network more consistent and secure during communication.
The use of diverse keys and hash functions in a Blockchain network increases the security
of communication in the network [4|. Distributed ledger technology (DLT) is a distributed
database that contains transaction information and participant information that is made
accessible to all participating nodes while maintaining data integrity [5,6]. Consensus and
the Smart contract are two fundamental elements of Blockchain which make the network
fault-tolerant and resilient [7]. There are three forms of Blockchain technology : private
Blockchain, known as the permission-oriented Blockchain, public Blockchain known as the
permissionless Blockchain, and hybrid Blockchain, which combines the features of both
private and public Blockchain [8,9,10]. Blockchain is still in its early stages. However, it
has already elicited strong positive responses and excitement from academia and variety
of industries, like banking, IoT, healthcare system etc. The medical business may be
benefited from the use of Blockchain and distributed ledger technology (DLT) [11,12].



The advantages of Blockchain technology, such as decentralization, security, protection, as
well as bitcoin and smart contracts based on cryptographic computations 38|, have huge
potential to overcome the present problems associated with the centralized communication

system.

1.1 Blockchain Evolution

When it comes to Blockchain technology, there are four distinct versions accessible, rang-
ing from Blockchain 1.0 to Blockchain 4.0 [39]. The various evolution of the Blockchain

is reflected in Figure 1.2.

e Blockchain 1.0: It dealt with cryptocurrencies such as bitcoin, and it allowed for
safe transactions to be carried out between various users. This also makes it possible
to use in DLT. Bitcoin mining scams, exchange scams, and wallet frauds are just a

few of the well-known drawbacks of digital currency production.

e Blockchain 2.0: This version of the Blockchain has the smart contract as a key
concept. Smart contracts are a collection of predefined codes which is triggered dur-
ing a transaction. when the transaction reaches a certain condition, hence reducing
the transaction’s validation costs. However, the fundamental botteleneck is that
once a smart contract is in perform, it is very difficult to stop it from continuing to

operate.

e Blockchain 3.0: The major emphasis is on the scalable user interface for the
user end, as well as the decentralized application. Digital application programming
interfaces (DAPPS) are made up of a user-defined front end and smart contracts.
Because it is dependent on a third-party API to function, the updating of DAPPS

was the most significant difficulty that arose in this approach.

e Blockchain 4.0: It is entirely devoted to applications based on the Industry 4.0
paradigm. The smart contract, security, and a decentralized storage place are the

three most important prerequisites for this plan to be successful.

1.2 Types of Blockchain

Blockchain technologies is basically classified into three different categories such as public,

private, private, and consortium Blockchain.

e Public Blockchain: A public Blockchain network also known as a permissionless

Blockchain network allows everyone to join without imposing any limitations. The
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Figure 1.2: Evolution of Blockchain Technology

vast majority of cryptocurrencies are designed to operate on a public Blockchain

that is regulated by a consensus method.

e Private Blockchain: A private Blockchain, also known as a permissioned Blockchain,
gives companies the ability to limit who may access the data stored on the Blockchain.

Oracle Blockchain Platform is a Blockchain that requires authorization to access.

e Consortium Blockchain: Consortium or Federated Blockchain combines both
public and private Blockchains into a single system. As an added bonus, it allows
for a predetermined approved node to be selected. In addition, B2B collaboration

is commonplace. Consortium Blockchains include Hyperledger and R3CEV.

1.3 Prilimnary Study

In this section, various preliminary things such as Blockchain features, working principle of
Blockchain, various Blockchain platforms, smart contracts, consensus mechanisms, public

key infrastructure (PKI), and decentralized applications (DApps) are discussed.

1.3.1 Blockchain Feature

The features of Blockchain include immutability, decentralization, security, and distributed
ledger technology (DLT) [? |, [16]. Blockchain is becoming very powerful and useful due

to its pervasive features.

e Immutability: This characteristic ensures integrity of data or transaction of nodes

connected in the peer-to-peer network. The immutability property of Blockchain



allows all participating nodes to keep the copy of the transactions and it also ensures
that the data can not be altered without permission of the nodes. Immutability
implies that once the transaction record is updated, it is not possible to roll back

any modifications by any nodes.

e Consensus: Fach Blockchain has a consensus mechanism that assists the network
in selecting transaction validators neutrally. The consensus algorithms allow a col-
lection of participant nodes of a netowrk to decide a conclusion fast, efficiently and
effectively. Even if the nodes in the network do not trust each other, they may rely
on this decision-making algorithm, which is the heart of the network.There is a wide
variety of consensus algorithms available, each with its own advantages and disad-

vantages. A consensus algorithm is essential for the operation of any Blockchain.

e Decentralization: The decentralization feature of the Blockchain technology elim-

inates the centralized authority.

e Security: Along with the immutability and decentralization the Blockchain en-
forces the security parameters such as private key, public key, and hash function to

make Blockchain-based communication more dependable.

e Distributed Ledger Technology (DLT):DLT is a distributed database for stor-
ing the blocks and the information of all available peers in the network. The main
objetive of DLT is to provide access to every nodes present in the network to main-

tain data integrity.

1.3.2 Working Principle of Blockchain

For each transaction, there is an equal chance for every node present in the network to
become the validator. The validator for each transaction can be chosen in two ways:
trustworthy selection or NONCE creation. In the trustworthy selection process, a node
can only select a non-malicious validator node in which it has faith. In this case, the
selection process takes less time because the initiator strictly avoids the election process
and directly selects a validator for the corresponding transaction. Therfore, it reduces the
computational complexity.

In this process multiple nodes may rely on a single node to validate its transactions.
This situation increases the probability of becoming the certificate and key pair validator
for the aformentioned single node for multiple transactions. As a result, the overall
performance of the corresponding node decreases, which may have a significant impact
on the overall network performance. This disadvantages of trustworthy selection process

makes NONCE process more popular.



In NONCE or Number only ONCe method, the node who wants to begin a trans-
action broadcasts a numerical puzzle into the network. The node that solves the NONCE
forward the solution to the initiator node along with the timestamp indicating when
the solution was obtained. The initiator node determines the validator responsible for
validating the key pair and certificate needed for the communication based on the times-
tamp. Finding NONCE is a very complex computation which requires dedicated compu-
tational facility or hardware. Therefore, the probability of solving the NONCE puzzle for
lightweight devices like mobile phones and tablets is quite low. Hence, this method for
selecting the validator fails to provide a fair chance to every availabe nodes present in the
network. Figure 1.3 shows the transaction processing procedure in a Blockchain network.
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Figure 1.3: Transaction processing in Blockchain

1.3.3 Blockchain Platforms

There are three fundamental issues to consider when developing Blockchain-based appli-

cations:
e Development Platfrom of Blockchain.
e Pros and cons of Blockchain platforms.

e Consensus algorithms suitable for application.



In order to address the aforementioned issues, this section presents an overview of different

Blockchain platforms that are currently available.

(i)

(iii)

Bitcoin: Bitcoin has been developed in 2008 by Satoshi Nakamoto. The main objec-
tive of this platform is to introduce the decentralization concept of financial system.
There is no need for a common server in a Blockchain network to validate every trans-
actions. For each transaction, a validator named as Certificate Authority (CA)
needs to be selected for validation process. Proof of Work (PoW) is the only con-

sensus mechanism supported by this platform to select the C'A.

Ethereum: After the introduction of Bitcoin technology, Ethereum emerged in
2015 as another prominent Blockchain platform. Ethereum is basically a state-based
transition machine that starts with a Genesis block and incrementally executes
different transactions. After every transaction, the information are added to the
existing block continuously. The transactions in Blockchain are signed data packets
which are communicated from one node to another node within the peer-to-peer

network. The Ethereum has 3 main building blocks.

e Gas Price: It is the cost of all computations required to execute a transaction
or contract. It is expressed as a number of gWei which is a small fraction of
Ethereum currency ether (ETH).

e Gas Limit: It is the specific amount of gas associated with a node for executing

a transaction. The default gas limit present in Ethereum is 21000 units.

e ETH: Ether or ETH is the native cryptocurrency for the Ethereum Blockchain

platform which is used to pay for any kind of activity or transaction.

Achieving overall system stability in the presence of multiple erroneous processes
is a fundamental challenge in distributed computing. This typically requires the
processes involved to reach a consensus on a specific data value for a transaction.
The Consensus algorithm is used in these kinds of procedures. Proof of Work (PoW),
Proof of Stake (PoS), and Proof of Authority (PoA) are the three most popular

consensus algorithms in the Ethereum platform.

Hyperledger: The Linux Foundation launched the Hyperledger project as a con-
sortium platform in December 2015. The Hyperledger has five distinct variants.
Table 1.1 provides an overall comparison among different variants of this frame-

work.

e Burrow: Hyperledger Burrow is developed as a permissioned Ethereum Blockchain

to execute the Ethereum Virtual Machine (EVM) based smart contract in a

permissioned environment. The consensus engine, the EVM, and a Remote



Procedure Call (RPC) gateway are the three key components of the node. The
Byzantine Fault Tolerance (BFT) and Proof of Elapsed Time (PoET) consen-
sus methods are used in this platform. The adoption of this in the Blockchain
environment causes many significant drawbacks. One of the most significant
drawbacks is the possibility that the entire network would be rendered inoper-

able when one-third of the trusted validators are rendered inactive.

e Fabric: Fabric networks are permission, which means the identities of every
node that participates in the network can be verified and checked. This feature
is especially helpful in sectors such as healthcare, supply chain management,
finance, and insurance, where data must not be made available to unknown
parties. Fabric networks are made up of channels, which are private "subnet"
that enables the network to provide secure and confidential communication
between two or more particular nodes. To start a transaction using the subnet,
the concerned nodes must be verified by CA. In addition, all active nodes must
approve the transaction to begin. This offers an extra layer of access control
and is particularly helpful when all participating nodes wish to restrict exposure
of the data. In addition to that, the Fabric provides a feature set known as
Private Data Collection. With this set, access to certain transactions that take
place on a channel may be restricted to a subset of the participants. Proof
of Stake (PoS), and Delegated PoS (DPoS) are the two most used consensus

mechanisms in Hyperledger Fabric.

e Indy:To ensure that digital identities based on Blockchains can be used in
a variety of contexts, Hyperledger Indy offers a set of tools, frameworks, and
reusable components for this purpose. A human-memorable name may be given
to the identity once it has been generated. For use in the distributed ledger,
identity is mapped to a digital identification number named as decentralized

identifiers or DID. These DIDs can be used for further communications.

e Iroha: Hyperledger Iroha is a Blockchain platform for developing secure, re-
liable, and quickly deployable applications. It is a permissioned Blockchain
that uses the C'rashFault consensus methodology to work efficiently in the
presence of faulty and damaged systems. In addition, the Iroha also used the
Yet — Another — Consensus(Y AC') mechanism to perform the transaction.
It is mainly used to develop Blockchain-based application for various industry
that requires DLT implementation. Multisignature is a key feature of Iroha.
Unlike other Blockchain platforms, Iroha requires multiple signatures from dif-
ferent nodes to validate the transaction. This platform is mainly used in the

financial sector to develop the KYC system.

e Sawtooth: Hyperledger Sawtooth is an enterprise-based Blockchain solution



to develop and deploy distributed ledgers. It keeps the system secure while
making it easier to build applications since it separates the core ledger system
from the environment in which those applications run. Using this platform the
developer can develop different applications which are language-independent.
The developed applications can be deployed and run on any system without

considering the Blockchain core system.

Sawtooth has a built-in parallel scheduler that divides the transaction into
smaller ones. These sub-tasks are executed parallelly by different nodes while
maintaining transaction integrity. In addition, the Sawtooth also prevents the
double spending attack with the presence of simultaneous modification to the
transaction. practical Byzantine Fault Tolerance (pBFT) and Proof of Elapsed

Time (PoET) are the two mostly used consensus mechanisms in this platform.

Table 1.1: Summary of Hyperledger framework

Hyperledger Consensus Key Feature Supported Lan-

Framework Mechanism guage for Smart
Contract

Burrow PoET, BFT | To execute the Ethereum | Solidity

Virtual Machine (EVM)
based smart contract in a
permissioned environment

Fabric PoS, DPoS, | Private Data Collection Javascript
pBET
Indy BFT Decentralized Identifiers or | Python, Node.js
DID
Iroha Crash Requirement of multiple | C++, Java

Fault, YAC | signatures from different
nodes to validate the trans-

action
Sawtooth pBFT, Development of platform- | Language Inde-
PoET independent application pendent

(iv) Corda: Corda is a permissioned Blockchain platform. Unlike other platforms,
this system only shares data with users associated with a particular transaction,
rather than sharing it with the entire network. The emerging functionality such
as “No Block, But Chain”makes it different as compared to the other platforms.
In “No Block, But C'hain the platform creates a chain of transactions which are
dependent on each other, instead of keeping the hash of the previous block. This
functionality enables the platform to optimize the storage requirement in the net-
work. Corda does not batch up the transactions and confirm them all at once like
the other Blockchain platforms. Corda verifies each transaction as it occurs. Byzan-

tine Fault Tolerance (BFT), and pBFT are two mostly used consensus mechanisms
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used in Corda.

Table 1.2 shows an overview of the different Blockchain platforms discussed above. Differ-
ent parameters including consensus mechanism, transaction scalability, currency, Blockchain

types, etc are considered for comparing the discussed Blockchain platforms.

Table 1.2: Summary of Blockchain frameworks

Bitcoin Ethereum Hyperledger | Corda
Consensus PoW PoS, PoW, | PoS, DPoS, | BFT, pBFT
Mechanism DPoS, PoA BFT, pBFT,
YAC
Currency Bitcoin(BTC) | Ether (ETH) | NA NA
Smart Contract | Yes Yes Yes Yes
Language for | Clarity Solidity Node.js Java
Smart contract
Transactions per | 7 TPS 30 TPS 3000-20000 15-1678 TPS
Second (TPS) TPS
Type Public Public Private Private
Turing Com- | Incomplete Complete Complete Complete
pleteness of
Smart Contract
Governance NA Decentralized | Linux R3
Autonomous
Organization
(DAO)
Mining Process | Allowed Allowed NA NA

1.3.4 Smart Contract

It is a collection of code and data which is executed in a network during a transaction.
Although different nodes can execute the smart contract, the result of the execution should
be consistent and stored in the distributed ledger technology (DLT). Smart contracts
can perform computations and store information. They must be deterministic, meaning
they produce consistent output when given the same input conditions. Smart contract
implementation in a Blockchain makes the network autonomous, allowing it to trigger
automatically upon reaching predefined conditions.

A smart contract is consist of "if" and "then" statements. As soon as certain cir-
cumstances are satisfied and confirmed, the activities are carried out by a network of
computers or nodes. These measures may include distributing payments to the correct
individuals, registering a vehicle, sending out alerts, or issuing a citation. When the
transaction is finalized, the Blockchain is updated. It indicates the transaction is final

and only those with access may read the details.
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A smart contract includes multiple conditions to ensure all active nodes of network
to be satisfied with the result of the transaction. Based on the "if and then" rules in
the smart contract, all nodes must decide how the transaction and entire blocks will be
recorded in the DLT. During the selection of CA for a transaction, the smart contract leads
to a common decision. The main advantages of using the smart contract in a transaction

are as follows:
e Efficient and accurate.
e Transparent

e Secure

1.3.5 Consensus Mechanism

The main building block of the Blockchain is the consensus model. It is the fault toler-
ance mechanism adopted by the Blockchain for obtaining an agreement on a single value
among all participating nodes. It has two basic features such as security, and fault toler-
ance. The security part ensures that all transactions must be recorded in the Blockchain.
Fault tolerance allows the network to continue processing transactions by disregarding
the faulty participating nodes. The main objective of this principle is to select a validator
or certificate authority (CA) for validating the individual transaction. Various popular

consensus algorithms are elaborated below.

e Proof of Work (PoW): Nakamoto’s Proof of Work (PoW) is the most widely
recognized consensus mechanism, and it is utilized by Bitcoin. For a long time, the
Proof of Work has served as a reliable technique for monetary cryptography. The
computer or node executes a large amount of computations to conclude an answer
of a mathematical problem. In order to solve these enigmas, the hash function is
used. Hash is a complex mathematical method which verifies the authenticity of
blocks containing transactions. In a nutshell, the data in a block consists of the
hash of the prior block, the timestamps of all the transactions inside a block, a
nonce, and the hash of the current block. A node called miner attempts to solve
the puzzle by searching a specific nonce value. This nonce must satisfy a predefined
requirement. For example in bit such as turning the first 30 bits of the hash value
into zero. The network’s scalability and adaptability to new situations are greatly
enhanced by the ability to modify these parameters. In Proof-of-Work, a hash value
of the block header is computed by each node in the network. To put it another way,
miners strive to discover hash values that are equal to or less than a predetermined
number in order to achieve network consensus. When a node in the network reaches

the desired value, it will send a broadcast to the rest of the network, and the other
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nodes will need to verify the validity of the hash value. For this reason, if the block

is genuine, all nodes would add it to their respective chains.

Proof of Stake (PoS): It is just the advanced version of the PoW which removes
computational limitation of nodes. PoS allocates a identical computational capcity
to all miner nodes for solving the puzzle. Therefore, this model creates an opportu-
nity to thin client nodes for becoming validator of key pairs and the digital certificate

of transaction.

Deligate Proof of Stake (DPoS): DPoS implements a delegate election mecha-
nism for key pair and certificate verification. This consensus model, select a group
of participating nodes known as delegates before initiating any transaction. The
node present exclusively in the delegate group can validate the transaction. The
nodes from this group are chosen as a CA in such a way that every node has an
equal chance to validate the transaction. In addition, the delegates or nodes are
changed after a defined time slot. The main limitation of this algorithm is the semi-

decentralization concept which is very hard to implement in a Blockchain network.

Byzantine Fault Tolerance (BFT): It allows to reach a common value consid-
ering certain number of faulty participating nodes in the network. The primary
objective of this consensus model is to provide robustness to the Blockchain net-
work. BF'T can tackle miner nodes which generate malicious information during the

transaction.

Practical BFT: In PBFT when a CA receive a transaction for verification, it im-
mediately sends a query to all available miners in the network about the correctness
of the received block. Thereafter, it waits for the reply from other nodes. If ma-
jority of participating nodes verify the transaction, then it will accepted in DLT. If
the maximum of miner nodes gives a positive result regarding the correctness, then
the transaction block is considered and verified otherwise the initiator node is de-
clared as the malicious one. This information is forwarded to all participant nodes.
In future, if any transaction is issued by that malicious node, it will be rejected.

Generally, Hyperledger technology adopts this kind of consensus model.

Proof of Authority (PoA): This algorithm depends on the reputation of a par-
ticipating node. This model first verifies the identity and the behavior of the partic-
ipating node before making it a validator or CA. Once the transaction is completed
successfully, the reputation of the node is increased by one. The higher the rep-
utation of a node, the greater the probability of becoming a validator or a CA

for upcoming transactions. If the transacton is unsuccessful, the reputation will
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be decreased. The node which has the highest degree of reputation is chosen as a

validator of key pair and transaction.

e Proof of Activity (PoAc): It is combination of both PoW and PoS. A group of
nodes is elected as the validators. For each transaction signatures from all elected
nodes is required. Once all the nodes of the group sign, the transaction is considered
as successful otherwise it declared as an unsuccessful. The main limitation of the
PoAc is computational overhead. Decred : citation is the only cryptocurrency using

the PoAc as the consensus model.

e Proof of Capacity (PoC): PoC depends on the storage space of nodes. Before
starting the mining process, every node need to store a data known as plot in their
corresponding storage. The node with more plots in its storage space have more
probabilty of becoming a validator for a transaction. However, the main limitation
of PoC is storage capacity. Currently, Burstcoin is the only cryptocurrency that is

using PoC as the consensus model.

1.3.6 Public Key Infrastructure (PKI)

Public Key Infrastructure (PKI) is a technology used to authenticate devices or nodes or
users in internet-based communication. It employs asymmetric key for encryption, digital
signature for authentication and hashing to preserve data integrity. PKI encompasses
hardware, software, rules, and methodologies that facilitate the creation, management,
and storage of digital certificates to enhance transaction security. The primary concept
involves one or multiple nodes which are responsible for issuing digital certificates, along
with the corresponding public and private key pairs. PKIs are valuable because they
can verify the authenticity of users or nodes and services, allowing for granular access to
data. As reliance on internet-based communication continues to grow, so does the demand
for authentication and compliance with robust data security regulations. PKI is rapidly
gaining prominence as a preferred solution for next-generation applications that demand
robust authentication and advanced encryption for heightened security.

PKI provides an environment where cryptographic security mechanisms such as digital
certificates and digital signatures are widely used to secure data. PKIs ensure the con-
fidentiality, integrity, and availability (CIA) properties of transactions between different
nodes using asymmetric cryptography. In PKI context, nodes refer to various entities
involved in internet-based communication, including individual end-users, web servers,
embedded systems, linked devices, and programs/applications. Each node within the
network must possess a private and public key pair. The private key is exclusively used
by its owner for revoking digital signatures, while the public key is utilized by other

network nodes to verify transactions.
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PKI is used in secure socket layer (SSL) / transport layer security (TLS), Internet Pro-

tocol Security (IPSec) and many other applications. As electronic transactions, digital

documents, and the number of connected devices on the internet increase, the significance

of PKIs extends beyond standalone solutions such as secure email or encrypted online traf-

fic. Moreover, PKIs are responsible for preserving trust in communication. The primary

use case of PKI can be stated as follows:

Email security.

Web browser security.

Encryption and decryption of the data.

Digital signing of the software and applications.

User authentication.

1.3.6.1 Building blocks of PKI

The main building blocks of PKI are digital certificate, Certficate Authority (CA),
Registration Authority (RA), and Validation Authority (V A).

Digital Certificate: Digital certificates are required to verify the identity of nodes
participating in a transaction. The Certificate Authority (CA) is responsible for
issuing digital certificates. These certificates have two primary functions: one is to
identify the users associated with the transaction, and the other is to encrypt and
decrypt messages between sender and receiver. To ensure the credibility of a node

in a specific platform, digital certificate must be reliable.

Certficate Authority: A Certificate Authority or CA, plays a crucial role in a
PKI which establishes a trust hierarchy. CAs are responsible for distributing digital
certificates, which are used to authenticate the identity of users. In one word, CA
is the foundation of a PKI security. The growing use of PKI in various applications
also raises the likelihood of targeted attacks on the Certificate Authority (CA).
Therefore, physical and logical restrictions, along with hardware security modules

(HSMs), are necessary to maintain the authenticity of PKI.

Registration Authority: The role of the Registration Authority or RA in PKI
is to accept the certificate request of different nodes. After receiving the request it
verifies the requester’s credentials . The features of a RA include authenticating the
node’s identity, determining th status of certificate issuance process and executing
the node’s request to revoke the certificate. Certificate assesment and distribution

are the exclusive responsibilities of RAs in PKI.
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e Validation Authority: The Validation Authority or VA in PKI validates the
certificate issued by the CA. Since certificates can be both granted and revoked, it
is essential to verify their authenticity before placing any reliance on them. The
VA plays a key role in this process. The public key of the newly created certificate
is supplied to the VA by the issuing CA. After receiving the certificate verification
request from the receiver, the VA uses the stored public key to authenticate the

certificate.

e Certificate Revocation List (CRL): A Certificate Revocation List (CRL) is a
collection of certificates that have been issued by a Certificate Authority (CA) but
have been subsequently revoked by the same CA before the certificate’s expiration.
Delta and Base C'RL are the two different variants of CRL. Base CRL is a large
list that contains entire revoked certificate details and Delta C'RL contains the
most recent list of revoked certificates. In each short time interval, the DeltaCRL

is updated to remove the older revoked certificates.

e Hardware Security Model (HSM): It is the optional element for the PKI that
helps in safeguarding the key pairs.

1.3.6.2 Working principle of PKI

The Public Key Infrastructure (PKI) comprises hardware, software, and cryptographic
rules to create, store and manage digital certificates for secure internet-based communi-
cation. When a sender wants to initiate a transaction, it generates a digital certificate
generation request and sends it to the V' A present in the system. Upon getting the certifi-
cate request from the user the V' A verifies the identity of the sender. Once this verification
process is complete, it forwards the request to the C'A. After getting the request from
the VA, C'A generates the certificate along the key pair (public and private key). The
generated private key is shared with the certificate-requesting user, and the public key
is shared with the V' A for the certificate verification in the future. The V A stores the
received certificate public key in the CRL.

The sender encrypts the data along with the certificate by using the private key shared
by the C'A. The receiver after receiving the data forwards it to the V A for certificate
verification. V' A invokes the public key from the CRL to verify the certificate. Upon
successful certificate verification, the V' A informs the receiver regarding the authenticity
of the certificate and then only the receiver decrypts the data otherwise the transaction

is discarded.
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Figure 1.4: Working of conventional PKI system

1.3.6.3 Limitation of PKI

Undoubtedly, the traditional PKI system is one of the most popular security solutions
for many applications. However, PKI suffers from several limitations, which make it

inefficient. Three major limitations are as follows:

e Entire application system depends upon one or more C'A(s) for any kind of transac-
tion. The number of C'A is very small compared to the number of the users or nodes.
As the number of users or nodes increases, the load on the CA to issue certificates
also increases. As a result, the performance of the CA can start to degrade, and the

entire infrastructure can suffer from low performance.

e There is no certain way to identify the validity of the C'A. If the C'A starts providing
a malicious certificate then the application has to rely on that which makes the entire

network malicious.

e The degree of the successful transaction between the client and server depends on
the correctness of the certificate issued by C'A. The application system based on the
conventional PKI system relies on the third-party centralized C'As. If it becomes
malicious, (citation required for malicious CA) then the entire communication will

be compromised, and it leads to a single-point failure.

e The conventional CA is time-consuming because numerous amount of users or nodes

can choose a single CA.
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1.3.7 Blockchain-based Public Key Infrastructure

The limitations discussed in section 1.3.6.3 make it difficult to adopt the conventional
PKI system as the primary security solution of different applications. To address the

aforementioned limitations, there are initially two possible solutions:

1.3.7.1 Log-Based PKI (LB-PKI)

Log-Based PKI (LB-PKI) uses publicly available log servers for monitoring and publishing
the digital certificates issued by the dedicated CA. These public logs provides transparency
to the end user so that the misconfiguration in the certificate can be noted down by the
client as well as the server. The only constraint present in the model that makes it more
applicable is that the end user only accepts and trusts certificates that have been publicly
logged. Google Certificate Transparency is a well-known, currently deployed LB-PKI that

is in use in both Google Chrome and Mozilla Firefox

1.3.7.2 WoT or Web of Trust

WoT or Web of Trust is a fully decentralized PKI framework where the end users or
nodes can select a trustworthy party who will sign the public key certificates. Pretty
Good Privacy (PGP ) encryption model uses WoT where one known user or node signs
the certificate of another user or node. While a new node joins the network, the signing or
validator node of this transaction is always unknown to the newly joinig node. To create
mutual trust between the signing node and newly joining node may require significant
amount of delay. Unlike LB-PKI, certificate revocation is not possible if a node in WoT
loses its private key. In LB-PKI, the node who lost its private key appoint another node
as a certificate revoker.

Blockchain has solved the major issues reported LB — PKI and WoT'. Blockchain is
decentralized, immutable, secure, and rulled by smart contract which make it suitable for
various applications. The use of blockchain in PKI can handle issuance and revocation of
certificate effciently and it eliminates the single-point failure problem. It has an advantage
over the WoT model because it eliminates the requirement for trustworthiness participant
nodes in a large network. The blockchain-based PKI does not require trustworthy mem-
bers for signing the public key certificate. It has its own way to select a C'A for every
transaction which solves the issues of the WoT approach reported earlier.

The blockchain-based PKI achieves more attention for its distributed trust and dis-
tributed log of transactions to verify the activities of the C'A. It solves the issue of
centralized public log used in LB-PKI. For every transaction the blockchain-based PKI
needs to select a different C'A which eliminates the limitation of single-point failure re-
ported in conventional PKI. Considering the above-mentioned reasons, Blockchain-based

PKI becomes an emerging alternative of conventional PKI.
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1.3.8 Blockchain-based Applications

Recently, blockchain technology has garnered significant attention from both academia
and industry. The features of blockchain, including decentralization, immutability, and
transparency, enable various application domains to use blockchain as an emerging tech-
nolog for developing the decentralized applications. Blockchain is implemented in a peer-
to-peer network to develop decentralized applications, and distributed ledger technology
(DLT) is used to store all possible transactions of a blockchain-based application. This
DLT is accessible to all active participants in the network. The applications of blockchain
technology can be broadly categorized into two main categories: those in the financial
industry and those in the non-financial sector [18]. Different application domains of
blockchain technology include supply chain management (SCM), the Internet of Things
(IoT), healthcare, governance, finance, education, etc. Figure 1.5 depicts a variety of

Blockchain-based applications that are diverse in nature.
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Figure 1.5: Usecases of Blockchain technology

e Internet of Things (IoT): In recent years, [oT devices have generated around 95
percent of all global information. The emphasis on decentralization has presented
an opportunity for the use of Blockchain technology to enhance the security of IoT
devices [13].

e Business: Currently, Blockchain technology is used in a variety of business areas,
including the financial and non-financial sectors, to improve the efficiency of the

platform. It is widely believed that Blockchain technology will play a significant
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role in driving the growth of the global economy in the coming years. Blockchain
1.0 refers to the initial stage of Blockchain technology, primarily represented by
the cryptocurrency Bitcoin, which has gained significant attraction in the financial
industry. Blockchain technology is currently becoming more significant in various
business sectors, such as sales, the claims process, and the payment process, among

others.

Security: The primary concern with centralized applications is the risk of a single-
point failure. An attack on the central authority responsible for data storage may
severely impact the application system’s performance. However, blockchain tech-
nology provides both decentralization and immutability, which eliminates the short-

comings of conventional systems. [19].

Healthcare: The EMR or electronic medical record is the most significant use of
information technology in the healthcare system. Because of the DLT, it is possible
to retain a unique and secure record of a patient. It will include all forms of data for
an individual patient including various test reports, a list of pharmaceuticals during
the treatment, prescription information, and so on. This information is stored in

DLT for better accessibility without considering the region boundary.

Education: Blockchain technology offers a secure and private platform for storage
and management of data in a ubiquitous learning environment, addressing concerns
related to security, privacy, and storage. In addition, blockchain serves as a safety

mechanism for the collection, storage, and analysis of academic data.

Governance: Blockchain technology can be applied to various systems, such as
marriage registration, patent management, and tax handling, that involve public

records and data.

1.4 Motivation

Blockchain is usually famous for its critical role in cryptocurrency. However, it is also

popular for other applications such as : e-governance, supply chain management (SCM),

healthcare, finance, etc. Blockchain can guarantee the fidelity and security of data records

and avoids the need for a third party due to its pervasive features such as immutability,

decentralization, and distributed ledger technology (DLT).

However, there are some issues present in this technology. Two of the most important

problems are security and computational overhead. Blockchain network simply avoids the

inclusion of third party or middle man for performing any kind of transaction. This feature

resists man-in-the-middle (MITM) attack on Blockchain network. Other most common
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type of attacks on the Blockchain network are denial-of-service (DoS) and distributed
DoS (DDoS) attacks. However, there may still be other forms of attack resistance that
have yet to be discovered within the realm of Blockchain technology. DoS and DDoS
attacks aim to overload a particular peer or multiple peers within the network with spam
transactions, potentially causing a specific number of nodes to go down.

However, the Blockchain network does not rely on specific nodes to function. Instead,
all peers have copies of the distributed ledger, which makes the Blockchain network re-

sistant against single point failure issues. Most of the present Blockchain-based PKI

way to deal with the above mentioned attacks. Apart from DoS and DDoS attacks, there
are numerous other types of attacks that are relevant to Blockchain networks and need
to be thoroughly explored.

On the other hand, each blockchain transaction needs a C'A selection process. The
blockchain network adopts consensus algorithms to select the C'A for each transaction.
This selection process requires huge computational overheads. This C'A selection pro-
cess can cause a long dealy and a heavy computational overhead in a scaled Blockchain

network,.

1.5 Objective

The primary objective of this thesis is to explore different blockchain-based application
which are divided into two primary parts, as depicted in Figure 1.6. The first part is
to design and develop a blockchain-based application to store and share different types
of data. As a proof of concept, the author used electronic health records as data in a
blockchain-based platform for communication between doctors and patients. The second
part is to design and develop two blockchain-based PKI solutions which aims concerns
: smart contract, consensus algorithm, network computation overhead, cyber attacks,
validator selection process, trust of nodes etc. The contribution of this work can be

summarized as follows:

e Design and development of a basic blockchain-based decentralized application for
storing and exchanging data like EHRs between doctors and patients. This is a basic

implementation to understand working principle of Blockchain-based applications.

e Design and development of blockchain-based PKI system which uses secure peer-
to-peer (P2P) communication. The proposed blockchain-based PKI utilizes a smart
contract to preventmany common threats : DoS, DDoS, MITM, 51% attacks, in-
jection attacks, routing attacks, and Eclipse attacks. This blockchain-based PKI

provides equal opportunity for all available nodes to become Certificate Authority.
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e Design and development of a PKI which uses clustering approaches based on val-
idation time, response time, and trust. The consensus algorithm utilized in this
work searches for nodes within the chosen cluster rather than searching through all
participant nodes. This helps to reduce the search space of the Certificate Authority

selection process.

Thesis
Objective
Y Y
Developing a simple Developing a secure and robust environment for
Blockchain based application Blockchain based application system
I
2 2 v
Health EHR Smart contract assisted Clustering and Trust enabled
Blockchain based PKI Blockchain based PKI

Figure 1.6: Objective of the Thesis

1.6 Thesis Ogranisation

As illustrated in Figure 1.7, this dissertation is organized as follows.

Chapter 3
Health EHR; A Blockchain based
Decentralized application

Chapter 1
Introduction $ Chapter 6
Chapter 4 .
) . —>{ Conclusion and
Smart Contract assisted Blockchain based
) Future Scope
Chapter 2 | Public Key Infrastructure
Literature Review
Chapter 5
Clustering and Trust Enabled Blockchain 5 |
based Public Key Infrastructure

Figure 1.7: Stucture of the Thesis

Chapter 1 provides the context, motivation, and objective of the thesis. Additionally,
it presents a preliminary study of Blockchain technology, including the working principle
of Blockchain, different Blockchain platforms, and various consensus mechanisms available
in this technology.

Chapter 2 provides a brief literature review of the dissertation, which is divided into

two parts. The first part reports on the application of Blockchain in various domains,
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including the Internet of Things (IoT), governance, healthcare, supply chain management
(SCM), and finance. The second part of this section provides a brief review of Blockchain
security, including the Blockchain-based PKIs.

Chapter 3 presents the first contribution of this thesis, in which a basic Blockchain-
based decentralized application is developed. The primary objective of this application is
to provide a platform for storing and sharing data generated from doctors and patients
in EHR.

Chapter 4 presents the second contribution of this dissertation, in which a Blockchain-
based PKI is developed. The main focus of the developed Blockchain based PKI is
to prevent various attacks, including DoS, DDoS, MITM, 51%, Injection, Routing, and
Eclipse attacks. Additionally, the developed Blockchain-based PKI provides an equal
opportunity for all available nodes to become Certificate Authority (CA). The developed
Blockchain based PKI is evaluated based on gas utilization, time-lapse for key generation,
and validation process.

Chapter 5 is the final contribution of this work where another Blockchain-based PKI
is developed to reduce the searching space C'A selection using K-Means and DBSCAN
clustering algorithms. This PKI is evaluated over Response Time and Validation Time
in contrast to PKIs without clustering. Additionally, gas utilization parameter is used to
evaluate the performance of the proposed PKI.

Finally, Chapter 6 holds the overall conclusion and future scope of this thesis.
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Chapter 2

Related Work and Research Gap

This chapter shows the detail study of various blockchain-based applications. This article

explores various attacks on blockchain networks and how PKI-based security solutions

can mitigate them. Figure 2.1 represents the detailed structure of this literature survey.

Section 2.1 shows the applications of blockchain in various usecases, section 2.2 represents

the application of blockchain in security.

Literature Survey

<

4

Blockchain based Application

Blockchain Security

ToT )
Governance )
Healthcare )
Supply Chain )
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Finance )

A A

_,C

Blockchain
based Attacks

Figure 2.1: Literature Survey detail layout

Blockchain
based Security

Solution

2.1 Applications of blockchain in various usecases

This section shows a extensive study of blockchain applications in various domains : IoT,

Governance, Healthcare, Supply chain Management (SCM), and Finance etc.
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2.1.1 IoT

In order to solve the issues with data centre-based storage, simple data Lu et al. [17]
proposed a blockchain and IoT based solution to deal with the issues of conventional food
anti-counterfeiting prevention methodologies. The issues of the conventional system are
limited strorage capacity, data silos. Traceability data of food is stored throughout the
food manufacturing, sale, and transportation processes using blockchain technology. The
decentralised and immutability, ensuree the food’s authenticity.

To detect the distributed denial of service attack in IoT enabled network Kumar et al.
[18] proposed a novel approach using blockchain and fog computing. The performance of
the proposed model is evaluated by implementing the Random Forest (RF) and Xtreme
Gradient Boosting (XGBoost) machine learning technique. The main objective to provide
a prediction of DDoS attack to the IoT network.

In [19], Yin et al. presented the SMARTDID system, a blockchain-based innovation
that would assign a unique identifier to each device in an Internet of Things network. The
primary goal of this approach is to improve the security of the linked devices in terms of
their private data. Since logistics data may be acquired through IoT sensors, Ugochukwu
et al. [20] presented a Blockchain-based IoT-enabled system architecture for safe and
effective logistics management. The author has created and detailed the sequence diagram
for a smart contract that encrypts all communications between stakeholders involved in
logistics.

Powel et al. [21] presented a method to restrict the potential of arbitrary claims on
the performance of IoT data, and; to leverage mechanism design as a technique that may
be used to incentivize supply chain behaviour that enhance the likelihood of desirable
eventualities being achieved.

Bandara et al. [22] propose a minimal blockchain platform called "Tikiri" for low-
power Internet of Things gadgets. It employs Apache Kafka as its consensus mechanism
and suggests a novel blockchain architecture to deal with the execution of transactions in
real time. It has a smart contract based system for allowing for the parallel execution of
blockchain transactions.

Raghav et al [23] proposes a novel consensus mechanism POEWAL for blockchain-based
IoT (BIoT) network. The proposed consensus mechanism aims to reduce the computa-
tional overhead caused due to the PoW consensus mechanism. The main advantages of
using this consensus mechanism is the requirement of low mining time.

Identity management is the key feature of IoT based networks for controlling access
to the IoT device generated data. Conventional mechanism used to control the access
employs a centralized controller which is pruned to single point failure. Bouras et al. [24]
proposed a blockchain based identity management system for managing the distributed

access to the IoT data. The proposed system ensures the confidentiality, integrity, and
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availability (CIA) characteristics of the IoT device generated data.

Table 2.1: Summary of applications of blockchain in IoT

Reference Application Key Functionality
System
Lu et al. [17] Food Unique- | The system uses blockchain technology’s de-

ness Manage-
ment System

centralized storage and interoperability to re-
tain food traceability data throughout man-
ufacturing, sale, and transit to assure food
uniqueness.

Kumar et al. | Security A platform to detect the DDoS attack in a

[18] IoT based network.

Yin et al. [19] Privacy A Blockchain-based system has been devel-
Preserving oped for identity anonymity of all connected
System IoT devices. In addition the proposed sys-

tem helps in maintaining the privacy of the
on-chain data.

Ugochukwu et
al. [20]

Logistic Man-
agement  in
Industry 4.0

Blockchain-based IoT-enabled system frame-
work for secure and efficient logistics man-
agement.

Ahmed et al.
22]

Smart City

A smart and sustainable conceptual frame-
work that leverages cloud computing, [oT
devices, and artificial intelligence to process
and obtain necessary information.

Bandara et al
23]

Light weight
IoT Device

A lightweight blockchain platform has been
developed to support the parallel transaction
between the IoT connected lightweight de-
vices.

Bouras et al.
[24]

Identity Man-
agement

Provides a novel blockchain based approach
to control the access to the IoT device gen-
erated data.

2.1.2 Governance

Lee et al [25] developed a blockchain based identity authentication mechanism (BIDaasS).
The proposed system is developed for authenticating the mobile telecommunication sub-
scriber identity management for better accessibility towards the stored data. The primary
concept in article [26] is to realise the decentralised e-voting application without an impar-
tial third party using blockchain technology homomorphic encryption. This is a verifiable
voting procedure that ensures voters” anonymity, privacy of data transfer, and verification
of votes before they are counted.

Sullivan et al. [27] proposed a blockchain based identity management service for Es-
tonian government. E-Residency is a revolutionary concept where Estonian government

has formed a partnership with Bitnation to provide a public notary service to Estonian
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e-Residents using blockchain technology. The use of blockchain technology in electronic
residency programmes has the potential to bring about significant changes in how identi-
fication information is monitored and verified.

Maura et al. [28] proposed a blockchain based voting system to avoid the transparency
issue present in the traditional voting system. The primary objective of this work is to
provide a decentralized infrastructure along with the public key cryptography for sharing
the voting related data. In addition the voter’s identity anonymity is another feature of
this voting system.

Electronic voting using a permissioned blockchain has been developed by Hjalmarsson
et al. [29]. They have deployed a private Proof-of-Authority (PoA) blockchain built on
top of Go-Ethereum to achieve privacy and security. The identity as a stake consensus
approach allows for faster transaction delivery. District nodes and Bootnote nodes are
the two types of nodes used in their implementation. District nodes represent voting dis-
tricts and manage smart contracts, whereas bootnotes represent institutions with private
network access and act as intermediaries between district nodes.

Hau et al. [30] proposed an application system for e-government services in China.
The main objective of this application is to improve the quality of the government services.
In addition, it also focuses on efficient sharing mechanism of government data with high
transparency. However, the security, and reliability are two major drawbacks of the
proposed system.

According to Khan et al. [31], blockchain technology could enable the full integration of
e-business and e-government services, which would streamline and strengthen government
operations. The authors of this research investigate the development of an e-government
service in Dubai, United Arab Emirates. To facilitate the creation and updating of vehicle
licence information through the blockchain, the developed sultion implements Unified
Corporate Registry (URC). The register is connected to public databases and private
companies. Whenever a license is issued, renewed, changed, or cancelled, the license
information is automatically inserted from each node to the associated business activity.
Members of the unified registry fall into one of three categories: a) the users uploading
the license to the registry, b) users subscribing the license, and c) the users controlling
and securing the access to the stored licenses.

Paez et al. [32] proposed a blockchain-based framework for providing a digital identity
to the citizen of a country. The main objective of this framework is to manage the
transactions between different users or nodes. Every user is authenticated by the unique
id provided by the framework and their transactions are validated by using the biometric
and iris recognition. There are two types of users present in this framework: a) user who
generates and validates digital certificate along with the key pair: b) the users who are
doing some kind of transaction.

Liu et al. [33] suggested a framework for exchanging data across government agencies
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without breach of data. Private blockchains provide information exchange between nodes,
authenticating the nodes on the network so that they may trust one other. Simultaneously,
it reduces data framework instability and sets up the data’s core properties. The system
not only collects the names of the departments that possess the data but also enables them
to exchange requests based on specific criteria. Furthermore, the blockchain is capable of
sorting aggregated user messages anonymously and processing user data in a confidential
manner.

Ghanem et al. [34], proposed a blockchain based framework to form an interoperable
network between participating entities to enable e-services offered via the e-government
portal. This paradigm improves the flow of data between government agencies, businesses,
and citizens. Citizens may safely and securely make service requests through the e-
government site using their issued e-Key. The upkeep of e-Keys is the responsibility of
the people.

Zhang et al 35| proposed a framework using blockchain for sharing the data between
the various government sectors such as education, health, tax, and legal departments.
PoW consensus mechanism is used to sync the data in DLT. The data needs to be hashed
by using SHA-256 hashing function. The developed platform is responsible for converting
ciphertext back to plaintext and includes a proper mechanism to validate the end users
of a transaction.

Nguyen et al. [36] has proposed a blockchain application for issuing land value cer-
tificates. Since all data centres must be located inside Vietnam under the Vietnamese
network security regulation, a permissioned blockchain is appropriate for this developed
application. All of the natural resources are identified by the developed framework through
the e-governance application. The proposed work has three different layers. The first layer
of the framework is concerned with a dApp for managing the valuation certificates. The
second layer of the framework is used to store the valuation certificate in the blockchain
network. The final layer is used for tracing the status of the stored certificates. However,

complex structure of this application is expensive to adopt.

2.1.3 Healthcare

Huang et al. [37] proposed a blockchain based healthcare application to detect the data
modification in the stored data. All use cases of the healthcare domain including the
hospitals, patients, and doctors uses the blockchain platform to store their data. Addi-
tionally, the attribute-based re-encryption mechanism has been used to ensure granular
access to the stored data.

The conventional healthcare system faces isssues in security, privacy, transparency, and
authorized access. Zhuang et al. [38] proposed a blockchain-based healthcare application

in British Columbia that relies on smart contracts to govern data storage and access.
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Table 2.2: Summary of applications of blockchain in IoT

Reference Application Key Functionality
System

Lee et al [25] Identity Man- | A blockchain based system for identity man-
agement Sys- | agement in a mobile subsriber organization.
tem

[26] E-Voting A platform for E-Voting System while keepig

voters’ identities secret, keeping data trans-
fer private.

Sullivan et al.
27]

E-Residency

A Blockchain-basedid management service
for Estonian government.

Maura et al. [28] | E-Voting The primary objective of this work is to pro-
vide a decentralized along with the public key
cryptography for sharing the voting related
data.

Hjalmarsson et | E-Voting A blockchain based framework for developing

al. [29] the e-voting system while keeping the voter’s
identity anonymous.

Hau et al. [30] E- It focuses on efficient sharing mechanism of
Government | government data with high transparency.
service

Khan et al. [31] | E-Business Blockchain is used to accomplish complete
and E- | integration of e-business services and e-
Government government services.
service

Paez et al. [32] | Identity Man- | A blockchain-based framework for providing
agement the digital identity to the citizen of a country.

Liu et al. [33] Information a framework for exchanging data across gov-
Sharing ernment agencies with a particular emphasis

on preventing data breaches.

Ghanem et al.

E-Goverment

A blockchain based framework to enable e-

[34] Service services offered via the e-government portal.
Zhang et al [35] | Information A framework using blockchain for sharing the
Sharing data between the various government sectors
such as education, health, tax, and legal de-
partments.
Nguyen et al. | Land val- | A blockchain-based, e-government services-
[36] uation integrated, generic model for storing the land
certificate value certificates.
management

Patient oriented data exchange is achieved by customising data segmentation and creating
a "endorsed list" of doctors with access to the data.
Guo et al. [39] proposed a blockchain based model to control the access of health-

related data. Off-chain storage is a preferred solution for the healthcare industry due to
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the large size of data. This literature adopted a blockchain-based controller which can
control all the access of corresponding data. In addition, this model maintained a count
of every access of the storage. The smart contract has a threshold value for accessing the
information, and users who exceed the limit are strictly prohibited from accessing it in
the future.

To ensure the privacy of the health information of patients, Kim et al. [40] devel-
oped a blockchain-based, trustworthy solution. Electronic health records for patients
are maintained on cloud, where the data is protected by transaction tracking and access
control. The health records stored in the cloud were encrypted using an elliptic curve
cryptosystem.

Chenthara et al. [41] presents a dApp for British Columbia with an abjective to main
the EHR privacy. This framework provides an effective and scalable platform to store
the health data which maintains privacy and security. Interplanetary File System (IPFS)
is the foundation of this proposed health-chain. The public key encryption algorithm is
used to encrypt the data before storing in IPFS to ensure the CIA of stored data.

When electronic health record data is compromised, patient confidentiality is also
compromised. Health data can be protected against manipulation, and data sharing can
be simplified with the use of blockchain technology. Chen et al. [42]| introduced a BC-
based EHR encryption which enables users to search the information through a specific
set of indexes stored in the blockchain. This approach safeguards the authenticity, and
trackability of the index.

Conventional health insurance systems rely on a centralized design. The centralized
system requires regular human involvement to verify and process insurance claims. The
centralized system is prone to single-point failure. To avoid single point failure issue,
Karmakar et al. [43] proposed a blockchain based dApp for managing insurance claims.
A smart contract is deployed with three different functionalities including verification,
insurance processing, and claiming status recording. When the application receives an
insurance claim request then the smart contract is used to verify the identity of claimers.
After successful verification, the smart contract is invoked to process the insurance claim.
Finally, the status of the claiming process is recorded in the blockchain network using the
smart contract. However, the dependecne on crypto wallet used in this work increases
computational overhead.

Saldamli et al. [44] proposed a blockchain based for securing the healthcare insurance
system. The proposed system employs a smart contract to detect the frauds occurring to
the present insurance system. It is achieved by imposing some accessibility mechanism
to limit the access to the patient oriented data so that the unauthorized access can be
prohibited.

Mackey et al. [45] proposes a blockchain-based system for fraud detection in healthcare

insurance, achieved by using a smart contract that employs cryptographic encryption
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mechanisms to secure medical data.

The use of blockchain technology in automated health care was first used by Kuo
et al. [46]. The authors also developed a framework to reduce fraud and attacks in
healthcare. The author used ModelChain to allow the nodes from authorised BC networks
to participate in the network. This approach prevents 51% attack.

Innovative and cutting-edge solutions for medical data storage, transfer, processing,
analysis, and categorization based on results are being developed using blockchain and
Al The IoT-based healthcare business is being revolutionized by blockchain technology,
which improves efficiency, access control, technological advancement, privacy protection,
and security of operational data. To address the issue of data security in smart cities,
Rajawat et al. [47] suggested an architecture based on artificial intelligence (AI) and
blockchain.

Schinkus et al. in [48] proposed a blockchain based application system to provide a
secure platform for hospital related payment. The application has been developed on the
bitcoin platform. Patient, insurance companies, and the hospital are three different kinds
of node present in this dApp. All of three nodes use their network provided private key to
register in the application. For payment purposes the public key of the receiver is used.
After the payment, the blockchain network account is updated.

Singh et al. [49] proposed a blockchain based patient centric application system to
secure the patient-oriented data. This is achieved by using a smart contract-based identity
management system written in java script. The proposed system has been implemented
in Hyperledger framework.

In [50] Angelis et al. developed a patient-centric data sharing system based on the
ripple environment. The machine learning algorithms had been implemented in order to
detect anomaly during the message passing. Once the attackers interpret the communi-
cation then the digital signature will be changed automatically which must be checked at
the receiver side in order to find out the integrity of the shared message.

Angraal et al. [51] developed a dApp for insurance data on an open-chain environment
based on the hash function, digital signature, and smart contract. When the patient goes
for an insurance claim, the smart contract will be automatically invoked to verify their
identity. The smart contract uses the unique id provided by the blockchain to verify the
identity of the patient claiming insurance. The digital is used by the insurance company
and the patient for approving the insurance claiming process. The hash function is used
to create and manage the blockchain address of the participating node.

Dagher et al [52] had proposed a payment portal based on the bitcoin environment
where the node chooses a particular vendor who has successfully submitted the nonce in
a minimal time period. Two different blockchain networks connected with a blockchain
bridge are used to register the patient and insurance company. At the time of registration

with a particular insurance company, the patient broadcasts a nonce to the network of
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insurance. The company submitting the nonce with a minimum time stamp will be
chosen. During the insurance claiming process, the metamask payment wallet will be
used to transfer the ether from one account to another.

Dhagarra et al. [53] developed a DApp based on the digital ledger technology (DLT).
Once the patient had been verified by one doctor then the records will be stored in the
DLT which is accessible for every participant node present in the network. The main
limitation presented in this work is that the patient is unable to choose a particular
participant for accessing the stored data. Every patient record is stored in the DLT with

respect to its unique network. Table 2.3 shows the summary of the reported literatures.

2.1.4 Supply Chain Management (SCM)

Combining blockchain technology, IoT, and machine learning, the proposed system in
[54] effectively addresses three issues of vaccination supply chain: quality, need, and user
trust. The immutability of blockchain increases trust between participants. The efficacy
of vaccines can be ensured by real-time IoT monitoring. Machine learning algorithms are
used by vaccine producers in order to anticipate market demand and examine consumer
feedback in order to improve product quality.

Agrawal et al. [55] proposed a blockchain-based system using forward and backward
supply chain mathematical models, to reduce the time and money spent on transporting
drugs from the manufacturer to the consumer. In particular, the forward chain concept
promotes dependable, expedited transfer of pharmaceuticals from producer to consumer.
Reducing the manufacturer’s additional time and expense in pursuing a recall of the faulty
medicine is a primary goal of the backward supply chain model.

Traceability is an essential component in the management of agricultural supply chains,
and it plays an important role in ensuring the safety of food, which in turn increases
consumer happiness and loyalty. Ehsan et al. [56] reported a traceability model that is
based on blockchain technology and is completely decentralized. This model assures the
system’s integrity and transparency. The majority of the drawbacks of the conventional
supply chain were eradicated by the implementation of this new model.

Bhat et al [57] proposed a blockchain-based supply chain system in coordination with
the IoT system to avoid the limitation present in the conventional supply chain system.
The major limitation present in the conventional security system is the security issue.
The proposed system uses blockchain technology to introduce immutability and decen-
tralization features to deal with the issue. A completely decentralized, blockchain-based
traceability system for Agri-Food supply chain management was presented by Caro et al
[58]. This solution is able to incorporate Internet of Things devices that produce and
consume digital data throughout the chain in a smooth manner.

Shahid et al. [59] proposed a comprehensive solution for an agriculture and food supply
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Table 2.3: Summary of applications of blockchain in Healthcare

Reference

Application System

Key Functionality

Huang et al. [37]

Healthcare data acces-
sibility

a blockchain based healthcare applica-
tion to detect the data modification in
the stored data.

Zhuang et al.
38

Data storage manage-
ment

A healthcare application in British
Columbia that relies on smart contracts
to govern data storage and access.

Guo et al. [39] Healthcare data acces- | a blockchain based model to control the
sibility access to the health-related data.
Kim et al. [40] Data security A blockchain-based, trustworthy solu-

tion to store EHRs of patients in the
cloud

Chenthara et al.
[41]

EHR privacy

A blockchain-based architecture based
on British Columbia for safeguarding
EHR privacy.

Chen et al. [42]

Data Security

a BC-based EHR encryption system
that enables users to search the infor-
mation through a specific set of indexes
stored in the blockchain.

Karmakar et al.

Healthcare Insurance

A blockchain-based solution to secure

[43] management the healthcare based insurance system
Saldamli et al. | Healthcare Insurance | A blockchain based application for se-
[44] Security curing the healthcare insurance system
Mackey et al. | Healthcare Insurance | A blockchain based system for health-
[45] fraud detection care insurance fraud detection.

Kuo et al. [46] Reducing healthcare | A model that mitigates the threat of a

fraud and attacks

51% attack

Rajawat et al.
[47]

Healthcare data secu-
rity

To address the issue of data security in
smart city based healthcare system.

Schinkus et al.
in [48]

Hospital bill payment

A blockchain based application system
to provide a secure platform for paying
the hospital related payment.

Singh et al. [49]

Securing the patient-
oriented data

A blockchain based patient centric ap-
plication system to secure the patient-
oriented data.

Angelis et al.
[50]

Data sharing system

A patient-centric data sharing system
based on the ripple environment.

Angraal et al. | Insurance  manage- | A dApp to deal with the insurance.

[51] ment system

Dagher et al [52| | Healthcare payment | A payment portal based on the bitcoin
portal environment.

Dhagarra et al.
[53]

Data storage

A dApp for secure storage of the
patient-centric data.

32




chain that is based on blockchain technology. It does this by using the most important
aspects of blockchain technology and smart contracts, which are then implemented on the
Ethereum blockchain network. Although the blockchain makes data and records in the
network immutable, it is not yet capable of solving some of the most significant issues
that arise in the management of supply chains. These issues include the credibility of
the organizations that are participating, the accountability of the trading process, and
the traceability of the goods. As a result of this, the evolved supply chain requires a
dependable system that can provide traceability and a trusted delivery mechanism. All
of the transactions are recorded on the blockchain, which eventually uploads the data to
the IPFS scheme, according to the scheme that has been presented. A solution that is
effective, safe, and dependable may be ensured by a storage system that provides a hash
of the information that is saved on the blockchain.

Assigning unique digital IDs to food goods on the blockchain would allow for their
development conditions, batch numbers, and expiration dates to be tracked along the
supply chain. The concept developed by Ahmed et al. [60] aims to reduce food waste,
educate consumers about the impact of their eating habits on the environment, and direct
the redistribution of edible food surpluses to those in need. The public and immutable
registry of goods and transactions might help identify the origin of foodborne diseases
and reduce the likelihood of fraud. Additionally, blockchain will encourage the exchange
of on-farm data as digital technologies become more prevalent for overseeing farms. Table

2.4 shows the summary of the reported literature.
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Table 2.4: Summary of applications of blockchain in Supply Chain Manage-
ment

Reference Application Key Functionality
System

Hu et al. [54] Healthcare The proposed blockchain-based SCM effec-
SCM tively addresses three issues plaguing the vac-

cination supply chain: quality, need, and

user trust.

Agrawal et al. | Healthcare A blockchain-based system to reduce the
[55] SCM time and money spent on transporting drugs

from the manufacturer to the consumer.

Ehsan et al. [56] | Agricultural- | It plays an important role in ensuring the
based SCM safety of food, which in turn increases con-

sumer happiness and loyalty.

Bhat et al. [57] | Agricultural- | A blockchain-based supply chain system in
based SCM coordination with the IoT system to ensure

food security.

Caro et al. [58] | Agricultural- | A blockchain-based traceability system for
based SCM Agri-Food supply chain management.

Shahid et al. | Agricultural- | A comprehensive solution for an agriculture

[59] based SCM and food supply chain.
Ahmed et al. | Food SCM A model to reduce food waste, educate con-
[60] sumers about the impact of their eating

habits on the environment, and direct the re-
distribution of edible food surpluses to those

in need.

2.1.5 Financial Sector

Singh et al. [61] proposed a blockchain-based finance system for lightweight devices,
especially for the healthcare sector. The system can also be applied to other sectors.
The main benefit of this developed application system is the implementation of a zero-
knowledge proof mechanism which enables the system to work more efficiently. In this
model, only a few milliseconds are required to validate the transaction. The app also
reduces the communication cost between the nodes.

Son et al. [62] proposed a blockchain-based financial system for making a quick finan-
cial settlement. In the conventional system, the user may cause a delay in settling the

payment related to the bank loan. Late approval or signature can cause a delay in the
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payment. However, the proposed system deploys a smart contract-based system to ensure
that the settlement is done on the appropriate date.

Saxena et al. [63] created a blockchain-based financial system inspired by the notion
of Bitcoin. This is a real-world application that is fully automated and characterized
by complete openness, trustworthiness, and independence from a central authority. It is
entirely transparent since the network is in the public domain and decentralized. The
transactions between peers, or nodes in the network are recorded in the DLT. PoW con-
sensus mechanism is used to select the C'A or validator for a transaction. However, the use
of PoW increases the network overhead and makes it difficult for the lightweight devices
to become the validator or C'A.

Chen et al. [64] proposed a financial system, for making inter-organizational pay-
ments. The developed system provides a streamlined application for making trust-less
transactions. Case studies from two Eastern banks demonstrate how the technological
capabilities of blockchain can help reduce ambiguous actions and increase trust between
businesses.

Chuah et al. [65] proposed a blockchain-based system for anticipating the money-
laundering system. Before starting a transaction the proposed dApp invokes a smart
contract for verifying the identity of the initiating node. The verified nodes are only
allowed to execute transactions using the private key of the receiver.

Jiang et al. [66] suggested a blockchain-based payment model for small and medium
scale industries. It uses direct and indirect trust via the use of intuitionistic fuzzy set
theory to determine the validator for the transaction. Trust aggregation is the key feature
behind the proposed model. The trust is calculated in two different ways such as direct
and indirect trust. The proposed model deploys a trust transitivity model with a smart
contract to calculate the trust for every transaction.

Zhang et al. [67] proposed a blockchain-based payment system for universities. The
developed system merges all financial systems in a single application. Every financial
transaction is added to the DLT of the blockchain network in order to achieve tamper-
proof transaction.

With the advent of blockchain technology, the banking system is now a day accelerating
its movement toward the digital currency system. Zhang et al. [68] analyzed the functional
and non-functional requirements of a typical banking system for transitioning from a
legacy system to a blockchain-based banking system. The detailed analysis shows that
a private blockchain environment is more preferable compared to a public blockchain for
this kind of applications.

A Consortium Blockchain-based overseas money transfer mechanism was proposed by
Patil et al. [69] which achieved swifter operations, security, and transparency. The Hyper-
ledger Fabric Blockchain infrastructure with web-based user interface was implemented

for the procedure of transferring funds internationally.
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Ranjan et al. [70] proposed a blockchain-based application system to support the
government finance system. The proposed system can reduce corruption in transferring
fund to the vendor’s account. In addition, the proposed system provides a traceable
environment to track the fund utilization. This system provides clear insight into how
and what percentage of funds are being used.

The logistics industry could benefit from the blockchain-based application imple-
mented by Fu et al’s [71]. It uses a smart contract technology which is efficient and
interpretable. In addition, it also uses a consensus algorithm, to achieve automatic con-
trol of privacy information flow. It streamlines the process of securing the financial system
of logistics companies while protecting the confidentiality of their customers’ personal in-
formation.

Kabra et al. [72] proposed a blockchain-based finance system named as MudraChain
for automating the cheque clearance system in banking. Traditionally, the cheque clear-
ance process is executed by a truncation system where all possible activities are cleared
manually. The proposed system uses blockchain technology to automate this clearance
process. This process includes the blockchain-based authentication system, signing the
cheque digitally, and a two-way authentication scheme to remove the traditional trunca-
tion system.

Patel et al. [73] proposed a blockchain-based credit recommender system using an Al-
based approach. The main objective of the developed system is to remove the presence
of third-party agencies. This system creates a streamlined process between the lander
and borrower to enable a smart contract-oriented automatic loan disbursal system after

fulfilling the criteria.
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Table 2.5: Summary of applications of blockchain in Financial Sector

Reference

Application Sys-

tem

Key Functionality

Singh et al. [61]

Finance system

for healthcare

A blockchain-based finance system for

lightweight devices

Son et al. [62]

Loan Settlement

A blockchain-based financial system for

making a quick financial settlement.

Saxena et al.
63]

Autopay system

A blockchain-based autopay financial
system inspired by the notion of Bit-

coin.

Chen et al. |64]

Payment System

A financial system, for making inter-

organizational payments.

Jiang et al. [66]

Payment System

A blockchain-based payment system for

universities.

Zhang et al. [67]

Payment System

A BC-based EHR encryption system
that enables users to search the infor-
mation through a specific set of indexes

stored in the blockchain.

Zhang et al. [68]

Banking System

A blockchain-based

switching legacy banking system to

solution  for

blockchain based banking system

Patil et al. [69]

Payment System

Blockchain-based

transfer mechanism

overseas money

Ranjan et al.
[70]

Payment Portal
with web-based
Ul

A blockchain-based application system
to support the government finance sys-

tem.

Fu et al. [71]

Finance system
of logistics com-

panies

A finance system of logistics companies
while protecting the confidentiality of

their customer’s personal information.

Kabra et al. [72]

Automating the

cheque clearance

A blockchain-based finance system Mu-

draChain for automating the cheque

system clearance system in banking.
Patel et al. [73] | Credit recom- | A blockchain-based credit recom-
mender system mender system using an Al-based

approach.
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2.2 Applications of blockchain in security

This section shows a detailed study of different blockchain-based attacks 2.2.1 and different
blockchain-based PKIs 2.2.2 for providing security solutions to different attacks.

2.2.1 Study on Blockchain-based attack

Blockchain attacks are classified into four different categories such as network attacks,
transaction attacks, consensus attacks, and wallet-based attacks. These attacks have the
potential to affect the pervasive features of blockchain technology.

Kausar et al [74] reported various types of attacks on the blockchain network. Accord-
ing to the study the attacks can be classified into different types such as Finney attacks,
Flooding attacks, and Block with-holding attacks (BWH). The Finney attack is a type
of selfish mining attack. The Finney attack occurs when a transaction is pre-mined into
a block and an identical transaction is broadcasted to the network which makes initial
transaction invalid. The A flooding attack is the process of increasing network overhead
by generating a large number of fake transactions. In the BWH attack, the attacker joins
the pool of miners. Unlike the genuine miner, the attacker tries to submit the partial
PoW (FPoW) instead of the full PoW (FPolV) to get paid. Among all attacks studied,
the research shows that flooding attacks and block withholding attacks have the most
significant impact on the blockchain network.

Chaganti et al. [75] reported three main types of attacks on the blockchain network:
double spending attacks, DDoS attacks, and DoS attacks. Among these three, double
spending attacks occur in the Bitcoin network using the PoW consensus mechanism.

Saad et al. |76] mainly focused on the cryptographical attack or Man In the Mid-
dle (MITM) attack on the network transaction in which the unethical mining of the
blockchain network occurs. This kind of attack generally, occurs to the blockchain net-
work such as the Bitcoin platform using the PoW consensus mechanism. This attack
tampers the transactional data in the network.

51% attack is another impactful attack in blockchain network reported in [77]. This
attack aims to slow down the entire blockchain network by occupying more than 51% of
the participants. The attacker with this kind of attack focuses on becoming the validator
for every possible transaction in the network resulting which the entire network becoming
malicious.

Sengupta et al. [78] reported the Sybil attack as another blockchain-based attack. In
this attack, the attacker tries to attack a single node and initiates Sybil or fake identities
to perform different malicious transactions. However, the blockchain network does suffer
more from this kind of attack as the entire network does not depend on any single node

to perform the transaction.
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The Eclipse attack reported in [79] is the extended version of the Sybil attack where
the attacker tries to deploy multiple bot nodes for active participant nodes. Resulting this
attack the network may suffer from multiple malicious transactions which directly affect
the network performance. Fu et al. in [80| reported another kind of possible attack in
blockchain named Time jacking attack. It is an attack that uses a potential flaw in how
Bitcoin handles timestamps. A node may be time jacked if an attacker manipulates its
network time counter. An attacker may do this by populating the network with several
fraudulent nodes which play a vital role in executing the transaction whose timestamps
are wrong.

Routing and DAQO are one of the most powerful attacks present in blockchain networks
[81]. Routing attack aims to manipulate the transactional data before it is delivered to
its corresponding peer. In addition, this also aims to increase the block propagation delay
through which the network performance decreases severely. In addition, this kind of attack
may create different partitions within the network and forces a malicious node as the
linking peer in between the partitions. A decentralized Autonomous Organization (DAO)
is responsible to create smart contracts for different organizations with the blockchain
network. A small change in the smart contract may cause an organization to become
malicious. In a DAO attack, the attacker tries to compromise the DAO to produce
compromised smart contracts.

Race attacks [82] and Finney attacks [83] are two other types of attacks that focus on
the wallet of the peer. An attacker carries out the race attack by generating two conflicting
transactions. The victim receives the first transaction and accepts the transaction by
paying the mentioned amount without waiting for confirmation from the network. The
attacker simultaneously broadcasts a conflicting transaction to the network in which the
identical amount of bitcoin is returned to the attacker, rendering the original transaction
invalid.

The selfish-mining attack [84] is another type of attack on the Blockchain network.
This attack mainly focuses on cryptocurrencies. A malicious node enhances the share of
the reward by simply avoiding the broadcast of mined blocks into the network. Then, after
some time intervals, several blocks are released simultaneously resulting which other nodes
or miners losing their blocks. Successful selfish mining is possible with any cryptocurrency.

Fork After Withholding (FAW) [85] is a variant of a selfish mining attack that benefits
attackers more than the original protocol. In a FAW attack, a rogue miner will temporarily
withhold a winning or completed block before discarding it or releasing it to cause a fork.
This attack results in the mining pool losing the rewarded bitcoins.

Time Delay attack [86] is another prominent attack on the blockchain network. In
this kind of attack, the attacker tries to identify all possible peers of the network. Then,
the attacker tries to increase the computational load on the network by overloading all

active participants in the network. Increasing the computational overhead also increases
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the delay in transaction, block creation, and block propagation.

Table 2.6 provides insight into different attacks on the Blockchain network. It can
be observed that the attacks including the Flooding attack, BWH attack, DoS, DDoS,
MITM, 51%, Sybil attack, Eclipse attack, and Time Delay attack put more impact on

the Blockchain network performance.

2.2.2 Study on Blockchain-based PKIs

Garba et al. [87] developed a PKI for IoT-enabled networks. The main objective of the
developed PKI is to verify the certificates in an loT-based network. In addition, the
developed PKI focuses on the generation of light weigh certificates that can be easily
verified by the Registration Authority. Each node of the network is responsible for the
creation of its own certificate. Then the generated certificates are forwarded to the Local
Registration Authority (LRA) for verification. Once the certificate is verified, the node is
allowed to initiate the communication.

Zhai et al. [88] developed a Blockchain-based PKI solution BPKI to identify the
malicious activity of the C'A in the network. The developed PKI implements auditors
which are responsible for regularly monitoring the activity of the selected C'A. The main
objective of the BPKI is to detect the domain name pre-emption attack to the C'A. The
author has used a double Blockchain structure to solve the scalability issue present in the
Blockchain concept.

Wang et al. [89] proposed a DAG-based Blockchain solution for authenticating the
identity of the IoT devices. Low-power DLT is used to provide a lightweight, scalable
method for managing the identities of IoT devices. In addition, the proposed system
aims to preserve access control to ensure the secure and reliable sharing of network data.
In addition, the adopted DLT is used for registering, updating, revoking, and retrieving
the identities of the connected devices of the network. The enormous quantities of data
produced by IoT networks may be stored using the interplanetary file system (IPFS),
which not only relieves pressure on IoT network storage systems but also eliminates the
bottlenecks, delays, and other drawbacks associated with conventional cloud storage. In
addition, the fog node is used to address the issue of insufficient computing resources of
the TIoT devices by providing a localized shared computing environment for performing
any kind of complex task.

To address the scalability issue of the BC'— PK I, Xu et al. presented ScalaCert [90] as
a Blockchain-based PKI solution. A redactable blockchain was used to revoke certificates
to accomplish this. Specifically, revocation information is recorded on the original certifi-
cate through the redactable blockchain. Further storage overhead is eliminated because
of the elimination of heavy weight data structures like CRL. In addition, the proposed
PKI implements a random Blockchain nodes check (RBNC) to verify the legitimacy of
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all nodes involved. A new kind of attack, known as a deception of versions (DoV) at-
tack, emerges with the introduction of redactable and consortium blockchains. To defend
against it, RBNC methodology is used.

Another Blockchain-based PKI ETHERST has been developed in [91]. The main
idea present behind the ETHERST is the rewarding and punishing mechanism applied
to the C'A of a transaction. ERC-20 token is introduced as a mechanism to achieve
this. In Blockchain-based PKIs, there is a way to detect the malicious C'A present in
the network. However, there is no such method available to penalize that malicious C'A.
The developed ETHERST uses a smart contract to reduce 20 ETH from a C'A Ethereum
account if found malicious. At regular interval, the selected C'As are verified for any kind
of malicious activity. If any C'A is found to produce a malicious certificate, then the smart
contract is invoked to deduct 20 ETH. After the deduction of the ETH that node will
immediately be removed from the network.

Xie et al. [92] proposed a BC'— PK Isolution CR-BA with the main focus on certificate
revocation in the network. During the certificate creation process, the C'A introduces the
revocation counter and a smart contract account in the certificate. When the certificate
revocation request is received the revocation fingerprint is generated and broadcasted to
the network. The broadcasted result is stored securely in the DLT. When a node from the
network wants to verify the status of the certificate then, the C'A calculates the revocation
counter present in the certificate and generates the fingerprint. This generated fingerprint
is compared in contrast to the stored figure print in DLT. The comparison result is sent
to the requested user from the status of the certificate can be achieved.

Wang et al. [93] proposed a BC'— P K Ifor improving the certificate revocation process.
The author uses two different types of filters to store the revoked and validated certificates.
Once the certificate is generated and validated, it will be immediately moved to one filter.
The second filter is used to store the status of the revocation process and the list of
certificates that are successfully revoked. The proposed PKI is implemented and evaluated
over the Hyperledger framework. The empirical analysis shows that the proposed PKI
outperforms a few BC — PK Iby optimizing the certificate revocation time by using the
second filter.

Moussaoui et al. [94] proposed a BC' — PK Ito increase the security aspect of VANET.
In VANET security and privacy are the two key factors which become the main challenging
factor in this field. The present solutions for maintaining the security aspect is the use
of pseudonyms. The pseudonym is a digital certificate that contains hidden information
about the vehicle. The main three processes of the pseudonym are creation, issue, and
revocation. In the proposed model two blockchain models are used. One is to do the
pseudonym operations including the creation and issue. The second pseudonym is used
for the revocation process to reduce the time required to revoke the certificate.

Obiri et al. [95] proposed a BC' — PK Ifor loT-based networks. BC' — PK Iuses the
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C A to generate and validate the certificates. The processing time may increase if the C'A
receives multiple requests to generate the certificates. To optimize this time the proposed
PKI enables the IoT devices or nodes to maintain their own private and public key pair.
The public key is stored in a separate database with blockchain technology as the proof
of concept. The operations including the node authentication are done in an off-chain
manner without requiring the smart contract invocation.

Zhang et al. [96] proposed a BC' — PKInamed BPAF for authenticating Fog-based
[oT devices. Conventional blockchain-based identity management cannot be applied di-
rectly to the blockchain network due to the IoT device resource constraint. The proposed
PKI introduces a lightweight authentication scheme for IoT-Fog-enabled networks. The
participating IoT devices need not to store the DLT. Instead, the blockchain will have
some full nodes with higher computational and storage capacity used to store the DLT.
In addition, the full node also stores the list of public keys and a certificate revocation
list. Fog nodes are considered as thin nodes of the blockchain network. The IoT device
requests the Fog-node for verification and revocation of the digital certificate. The fog
node then forwards the query to the full node for verification. The proposed PKI uses
the BFT consensus mechanism to make the network more robust.

Garba et al. [97] proposed a novel approach for a digital certificate and domain
authentication in a blockchain network especially for thin devices. Initially, the PKI stores
the set of trusted C'A with their corresponding domain name. Whenever the recorded C'A
is requested to issue a certificate for a transaction, then the network participants first verify
the domain for trustworthiness. If found trusted, then the selected C'A is allowed to issue
the certificate for the transaction. For validating the domain the light smart contracts
are used, so that the thin devices can also take part in the verification process.

Sermpinis et al. [98] proposed DeTRACT as a decentralized BC' — PK Ifor certificate
verification. The proposed system aims to validate website-based client-server commu-
nications. The nodes create the self-signed certificates and store them either in Bitcoin
or Ethereum blockchain platform. The developed PKI uses the self-signed certificates
to validate the domains included in the website-based communications. The status of
the verification process is stored in a DLT to inform all other participant nodes present
in the network, thus making the verification process more transparent. The proposed
BC — PKis implemented in two blockchain platform such as Bitcoin and Ethereum.

BlockCAM [143] is another BC-PKI with an objective of cross-domain verification. It
employs a set of nodes to verify the certificate in different domains. The hash value of
the verified certificate is recorded in the blocks. This hash value is used to retrieve the
certificate information during the revocation process. The C'A computes the hash value of
the requested certificate and compares it with the stored value in the block. If matching
is found then only the C'A revokes the certificate.

BC-Trust [144] is another BC-PKI dedicated to the PGP server. The main objective
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of this PKI is to minimize the certificate revocation time and to prevent the MITM
attacks on the certificate. In addition, it also provides a granular access control to the
certificate owner to modify the certificate at any time.

TTA-SC [147] is one more BC-PKI based on a web-of-trust approach. The proposed
PKI provides a dynamic trust evaluation method for the issues . For C'A selection the
consensus algorithm is used to choose a node with high trust. Once the node is declared
as the untrusted then its issued certificates are also revoked from the DLT and the active
participant nodes of the nodes are informed regarding this.

CERT-CHAIN [148] is a BC-PKI developed to enhance the security aspects of SSL/TLS
connections. The PKI used a log to maintain the status of the C'A. At regular interval
this status is broadcasted to the network to inform all the participating nodes about the
malicious nodes. The PKI deploys a dedicated node to handle this log. Dependability
Rank-based (DRB) consensus mechanism is used to select the node as C'A performing
highest number of transactions in the network.

Instant Kerma PKI (IKP)[151] is another blockchain based PKI. The main focus of
IKP is to identify the malicious C'A. A separate list of verified and non-malicious lists of
C'A is maintained in the DLT. It also provides incentives to the group of nodes helping
in identifying the malicious C'A. The nodes of the network have to choose the validator

for the transaction from the list maintained in the DLT.

2.3 Analysis

The centralized application suffers from various limitations such as single point failure and
security issues . The reported literatures show that the features of blockchain including
decentralization, immutabilty, and security helps in avoiding the limitations of the cen-
tralized applications. The critical analysis of the reported literature can be summarized

as follows:

e Among all application domains of the blockchain the healthcare sector and financial
sector requires privacy while doing the transaction. The users in these two sectors
require granular access to the data to avoid public access. As a proof of concept
the healthcare sector can be considered as a perferable area for implementaing the

blockchain technology.

e Most of the existing literature focuses on MITM, DoS, and DDoS attacks while

keeping all other types of blockchain-based attacks unexplorable.

e None of the existing literature focuses on optimizing the network overhead caused

due to the C'A selection process. The search space for a CA selection process in-
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creases with the increase in the network traffic resulting. This may result in increas-
ing the time and overhead leading to various delay including the block propagation

delay.
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Table 2.6: Different attacks to the Blockchain network
Attack Target Characteristics Impact on
Area Blockchain
Finney attack | Wallet A transaction is pre-mined into a block and | Low
an identical transaction is broadcasted to the
network resulting which the initial transaction
becoming invalid
Flooding at- | Network | The process of increasing the network over- | High
tack head by increasing the number of fake trans-
actions
Block  with- | Wallet Submitting PPoW instead of FPoW to get | High
holding paid
(BWH)  at-
tack
Double Wallet Same transaction to multiple nodes sent si- | Low
Spending multaneously
attack
DoS Network | Transaction flooding to a particular node of | High
the network to decrease its efficiency
DDoS Network | Transaction flooding to a group of nodes to | High
decrease its efficiency of the network
MITM Transactipfl'he unethical modification in the Blockchain | High
data
51% Network | To slow down the entire blockchain network by | High
& occupying more than 51% of the participants
Trans-
action
Sybil attack Network | To attack a single node and initiates Sybil or | High
fake identities to perform different malicious
transactions
Eclipse attack | Network | To deploy multiple bot nodes for active partic- | High
ipant nodes to perform malicious transactions
Time Jacking | Network | To populate the network with several fraudu- | Moderate
attack lent nodes which play a vital role in executing
the transaction with wrong time stamp
Routing at- | Transactipiflo manipulate the transactional data before | High
tack it is delivered to its corresponding peer
DAO attack Consensus To produce compromised smart contracts Moderate
Method
Race attack Wallet To broadcast a competing transaction to the | Moderate
network in which the identical amount of bit-
coin is returned to the attacker, rendering the
original transaction invalid
Selfish mining | Wallet A malicious node enhances the share of the | Moderate
attack reward by simply avoiding the broadcast of
mined blocks into the network
Fork  After | Wallet A rogue miner will temporarily withhold a | Moderate
Withholding winning or completed block before discarding
(FAW) it or releasing it to cause a fork
Time Delay | Network | To increase the computational load on the net- | High
attack work to overload all active participants in the
network to increase the delay in transaction,
block creation, and block propagation
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Table 2.7: BC-PKI solution sumary

Method Attack Prevention
BC- | DoS | DDoS | MITM| 51% | InjectipiRoutingEclipse Network
PKI Overhead
Optimiza-
tion
ParticiphitS | DDoS | MITM| 51% | InjectipiRoutingEclipse Network
Overhead
Optimiza-
tion
SignatuildoS | DDoS | MITM| 51% | InjectipiRoutingEclipse Network
Overhead
Optimiza-
tion
RevocatloaS | DDoS | MITM| 51% | InjectipiRoutingEclipse Network
Overhead
Optimiza-
tion
Smart | DoS | DDoS | MITM| 51% | InjectipiRoutingEclipse Network
Con- Overhead
tract Optimiza-
tion
Smart | DoS | DDoS | MITM| 51% | InjectipiRoutingEclipse Network
Con- Overhead
tract Optimiza-
tion
Smart | DoS | DDoS | MITM| 51% | InjectipiRoutingEclipse Network
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Chapter 3

A blockchain-based Decentralized
Application for Health Care System

Blockchain technology is currently playing a significant role in providing a secure and ef-
fective means to share information in a variety of domains, such as financial sector, supply
chain management (SCM), IoT, and the field of health care systems (HCS). The inter-
operability and security of HCS allow patients and vendors to communicate information
seamlessly. The absence of these properties increases patient’s difficulties to access his or
her own health information. The adoption of blockchain technology in HCS eliminates
this disadvantage, allowing the HCS to become more effective and efficient. These poten-
tial benefits provide a foundation for blockchain technology to be used in various aspects
of HCS, such as maintaining the patient electronic health record (EHR) and electronic
medical records (EMR) for various medical devices, billing, telemedicine systems, and so
on. In recent years, decentralized applications or dApps have been rapidly emerging as a
promising research topic and being adopted by various fields such as banking, medical and
business, etc. The dApps are nothing but digital applications which run on a peer-to-peer
network outside the purview and control of a single controlling body. This chapter focuses
on developing a decentralized application EHR for storing and sharing medical data be-
tween a patient and a doctor. This is a very basic implementation of a blockchain-based
EHR application that serves as an introduction to the Ethereum platform. However, this

chapter does not examine any relevant performance parameters.

3.1 Introduction

In a peer-to-peer network, blockchain provides a safe and advanced network for executing

and exchanging information between multiple nodes. According to Gartner, blockchain is
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one of the top ten most important innovation trends for 2018 [99|. Tt is stated in [100]!
that using a public blockchain can reduce the need for trustworthy nodes for exchanging
information. The ongoing transactions are validated by that node alone if a trustworthy
node is deployed. When data is exchanged in a blockchain network, three primary compo-
nents are present: Blocks, Nodes, and Miners. Miners create new blocks in the network,
which is referred to as mining [101]. The preceding block’s hash value must be remem-
bered and referenced when generating the new block. Along with creating new blocks,
miners also contribute to the solution of the NONCE in order to become the authority
for certifying a transaction [102]. When a block is successfully mined, all nodes in the
network agree on a value, and the miner is rewarded financially. In blockchain technol-
ogy, the node is the most critical element which uses DLT in the network for sharing the
information [103|. The nodes have a copy of the blockchain in DLT, and any mining that
takes place within the network must be approved by the network as a whole. Blockchain
transparency allows the patients to view and examine the corresponding EHRs stored in
the network [104].

Since Satoshi Nakamoto introduced blockchain technology in the form of bitcoin, it
has developed quickly and attracted the attention of numerous academic and commercial
researchers. [105, 106]. Blockchain technology is a decentralized system that is deployed in
a peer-to-peer network to store transactional information, also known as blocks, in a public
database called a distributed ledger that is accessible to any active network participant
[107]. Due to features such as decentralization, immutability, security, and transparency,
blockchain technology is becoming the most promising and prominent technology advent
for internet-based communication [108].

Secure and scalable data sharing is essential for the healthcare decision-making system.
Traditional clinical data initiatives, on the other hand, are typically fragmented, imped-
ing effective information flow thus preventing a patient from making sensible treatment
decisions [109]. Blockchain technology plays a vital role in providing a secure platform for
storing and sharing medical records between a patient and a doctor. Implementing dApp
has its own benefits and challenges with respect to blockchain technology [110, 111]. The
benefits and challenges of the healthcare system based on dApp are addressed in Table
3.1 and 3.2 respectively.

3.2 Background Study

This section shows an overview of decentralized application, along with MetaMask and

Ethereum blockchain platform which are the key component of this developed work.

!The outcomes of this chapter was published in "The International Journal of Information Systems
and Supply Chain Management (IJISSCM)“[J1]”
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Table 3.1: Advantages of blockchain technology in the healthcare system

Functionality Benefits in healthcare

Network Structure The peer network structure provides a secure in-
frastructure

Cryptography Mechanism Enables the system to prevent the unauthorized
access

Distributed Ledger Secure access control

NONCE Acts as the authorization process in choosing the
validator of a transaction

Smart Contracts Helps in increasing transparency and transaction
execution by automating the process

WoT Dependable election mechanism for choosing a val-
idator for one transaction

Permissioned Transaction Since any sort of data alteration requires autho-
rization from all parties, the degree of interference
with stored data is decreased

Table 3.2: Limitation of blockchain in the healthcare system

Functioality Limitations in healthcare

Storage Limitation A considerable amount of storage is required to
store a large amount of hospital and patient-centric
data, which is an extremely challenging task [112]
Dynamic Records Healthcare data is constantly changing. Data
changes every second and must be saved in
blockchain blocks on a regular basis. The alter-
ation procedure takes a long time because autho-
rization from each participant is required, which
adds to the time complexity [113|

Network scalability The blockchain’s decentralized framework makes
it difficult to add more healthcare systems to the
existing blockchain

Vendor Interest There are various systems that have no interest in
sharing EHR as they prefer to follow the legacy
system for maintaining those

Shifting the traditional sys- | Doctors are following the conventional way while
tem to dApp writing prescriptions for their patients and show
little interest in EMRs. The transition from the
legacy system to the BCT is extremely difficult
[114]

3.2.1 Dcentralized Application:

Decentralized applications or dApps refer to any application that may be executed on the
blockchain platform. It is developed with an objective to be executed in a distributed

environment instead of on a single system. The dApps is executed outside the control
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and scope of a centralized controller. With the advent of internet based communications
the dApps are emerging as a new category of applications using Blockchain and smart
contracts. Smart contracts on a blockchain store the essential information and activities.
The dApps interact with smart contracts and provides services depending on transactions
using the contract requests.In order to utilise a smart contract, users still have to execute
the programmes on their local machines. The inability of existing blockchain technology
to execute at a level sufficient for many uses is a major factor. This raises concerns about
application upkeep and operational safety. It’s possible, for instance, that there are local
fraudulent behaviours that are intentionally concealed from the public assessment.

However, at present, dApps may only use smart contracts for the most fundamental
data and features that should be immutable. In order to utilise a smart contract, users
still have to execute the programmes on their local machines. The inability of existing
blockchain technology to execute at a level sufficient for many uses is a major factor.
This raises concerns about application upkeep and operational safety. It’s possible, for
instance, that there are local fraudulent behaviours that are intentionally concealed from
the public assessment.

A decentralised application (dApp) hosted entirely on a peer-to-peer blockchain system
should be considered the pinnacle of blockchain technology. Once a dApp is released, it
won’t need any more oversight or upkeep from its developers. In other terms, a DAO
is formed so that the dApps can run without any human involvement. A decentralised
autonomous organisation (DAO) is an organization whose operations are governed by
specific regulations stored in smart contracts that are executed on the blockchain. The cost
and profit of a DAO are distributed equally among all peers automatically by recording
all transactions in the blocks transparently. The most well-known blockchain technology,
Bitcoin, is itself a DAO. The features of the dApps are as follows

e Open Source:The decentralized and immutable nature of blockchain necessitates

that dApps provide their source code for independent third party verification.

e No Central Authority:The use of decentralization avoids the requirement of cen-
tral authority to control the application. Thus increasing the robustness of the
dApp.

e Cryptocurrency Support: Using this the peers of the network can send and

receive the native cryptocurrency by using the corresponding public key.

3.2.2 Metamask:

Metamask is an extension for web browsers and mobile application. It enables the users

to safely connect to decentralised services. The decentralized services includes managing
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account identifiers such as public keys , broadcasting the transaction. In addition to the
above said feature Metamask is mainly used for sending and receiving the Ethereum-based

cryptocurrency.

3.2.3 Remix IDE:

An integrated development environment (IDE) is essential for creating smart contracts and
managing their whole lifespan, including compilation, testing and deployment. There are
a large number of options available for developing the smart contracts for blockchain based
applications. One such web-based IDE is Remix IDE. Remix includes a comprehensive

set of tools for developing, deploying, and managing the smart contracts.

3.3 Need of blockchain based healthcare system

For developing a healthcare-based application various factors need to be considered. In
contrast to other techniques, blockchain technology is widely used in developing a HIT
application due to its decentralized characteristics. For developing HI'T-based applications
the requirements need to be acknowledged [115]. Various application systems use different
kinds of use cases with different technical requirements [116]. In this current section, those
issues are addressed along with various techniques to deal with those concerns. When
developing a HIT-based application the privacy is a primary attribute that needs to be
focused [49]. According to the typical blockchain concept, not all transactions in health
care should be made. There are regulatory and legal requirements that must be observed
when handling healthcare data. As a result, any blockchain architecture that is utilized
to build healthcare apps should have a thorough set of privacy safeguards [117, 118|.
Security is closely tied to privacy. To prevent all types of data theft, HI'T systems must
be established and developed. In HIT every actor should be easily recognizable, as should
their behaviors. Security criteria for healthcare apps, like privacy, are enforced by rules
and must be followed [104]. Blockchain technology should provide a powerful authenti-
cation and access control technique for regulating the participating node and the data.
The transaction throughput is another factor to consider when selecting a technology
stack for designing healthcare applications. In some circumstances, such as remote pa-
tient monitoring (RPM) systems, healthcare applications must be able to grow in terms of
speed and transaction throughput [119]. The number of nodes that can participate in the
consensus mechanism determines the transaction throughput or scalability of blockchain
frameworks [120]. Consensus is concerned with how the blockchain network’s transactions
are processed and are discussed in more detail in the next section. They must first be
validated before they can be regarded as valid transactions [121]. This number could be

as high as all of the network’s nodes or as low as a single network node. As a result, the
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various blockchain frameworks have different techniques for achieving consensus, which

are important concerns [122, 123].

3.4 Related Work

In [124] Azaria al. represents the problems faced during medical record sharing and also
describes the solution based on blockchain technology to handle this. The developed work
was based on the key agreement protocol to solve the issues of sharing the medical records.
The dApp is was develop on a public blockchain with EMR as the key factor. In [125]
Zhou et al. proposed a blockchain-based dApp for securing the information exchange
between the different users. The application was developed on Ethereum environment
with cryptography, nonce as the key functionality. Latif et al. [126] had developed supply
chain management (scm) for dealing with the transaction history of the patient. Every
transaction on the developed scm must be digitally signed by the user.

In [50] the author had developed a patient-centric data sharing system based on the
ripple environment. The machine learning algorithms had been implemented in order
to detect the anomaly during the message passing. Once the attackers interpret the
communication then the digital signature will be changed automatically which must be
checked at the receiver side in order to find out the integrity of the shared message. In [51]
the authors developed a dApp on an open-chain environment based on the hash function,
digital signature, and smart contract to deal with the insurance. The patient claiming
for insurance should be verified in terms of digital signature with the help of a smart
contract. Whenever the patient will go for an insurance claim then the smart contract
will be invoked automatically to verify the identity.

Dagher et al in [52] had proposed a payment portal based on the bitcoin environment.
The node will choose the particular vendor who has successfully submitted the nonce in
a minimal time period. Upon getting the result the patient will deal with that particular
insurer for insurance claiming and the metamask payment wallet will be used to transfer
the ether from one account to another. In [53] the author had tried to develop a dApp
based on the digital ledger technology (DLT). Once the patient had been verified by
one doctor then the records will be stored in the used DLT which is accessible for every
participant node present in the network. The main limitation present in this work is that
the patient is unable to choose some particular participant for accessing the stored data.
Every patient record is stored in the DLT with respect to its unique network. Dimitrov
et al [127] had developed a ripple-based SCM for sharing the patient record in which the
uid will be a key attribute for sharing the information. Every patient and doctor is a part
of the network thus having unique ids. Every patient has to store the diagnosis report in

the provided public ledger from where the doctor can have access. The limitation present
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in this developed work is that the patient can not pay the doctor by using the blockchain

wallet.

3.5 Objective

The contribution of this research work is to share the medical data between the patients
and doctors to provide an improvised decision system for the health care system. The

objective of this work is summarized below.

e To develop a dApp using the blockchain system for the health care system.

e To provide a cost estimation method for calculating the overall cost for implementing

the developed system in a real-time scenario.

3.6 Proposed Work

The purpose of this framework is to integrate blockchain technology for EHR first and
then to enable secure electronic record storage for users of the proposed framework by
creating granular access controls. Furthermore, by utilizing off-chain record storage, this
framework overcomes the scalability issue that blockchain technology has in general. This
provides the EHR system with the benefits of a scalable, secure, and integrated blockchain-

based solution.

3.6.1 Methodology

The Healthcare EHR dApp is written in Javascript. This dApp provides an easy-to-
use UI allowing the users to share and view the patient data. The developed system
contains different modules such as the Registration and Login module, EHR uploading
module, HER Accessing module. Figure 3.1 and 3.2 shows the block diagram and use
case diagram of the proposed system. The developed application is deployed by using the
Ganache EVM, Metamask, IPFS little server with a system having Windows OS, 256 Gb
SSD, 1 TB HDD, and i5 8th generation processor with 2.4-2.6 GHz clock speed.

3.6.1.1 Registration Process

Every user in terms of patient and doctor needs to register themselves for using the dApp.
Before registering in the application, the users need to join the Ethereum network so that
each can have their own key pair. The registration process will be done by using the user
details such as the name, age, the public key, and the activity for joining the application
through the given UI. The attributes needed for registration are depicted in Figure 3.3.

After successful registration, the user needs to log in by using the provided public key.
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Figure 3.1: Block diagram for the proposed system
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Figure 3.2: Use case diagram for the proposed system
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Figure 3.3: Attributes needed for the registration process
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For the current work the number of doctors and patients are taken as 2. Figure 3.4
shows the generated doctor and patient account with their corresponding public key. For

any kind of transaction in between doctor and patient this generated public key is used.

== -
@ Accounts (|

GASPRICE WORKSPACE WORKSPACE
20000000000 6721975 MUIRGLACIER 5777 HTTP://127.0.0.1:8545 AUTOMINING CUMBERSOME-FRONT CUMBERSOME-FRONT

MNEMONIC HD PATH
kitchen awake again session permit chief owner ring vivid twenty stuff athlete m/44'/60'/0'/0/account_index

ADDRESS BALANCE TXCOUNT INDEX Doctor 1

0x830CeF02c5c1633b1c5A25¢c38486a9F41cFFed7D  100.00 ETH 0 0 —————— Fthereum Account
ADDRESS BALANCE TX COUNT INDEX Doctor 2
0xf7CE7c4D5D9D02c085e1CAF96C841bc03d67224A  100.00 ETH 0 1 ——————  Ethereum Account
ADDRESS BALANCE TX COUNT INDEX Patient 1
0xceABC241a970fad688356386202862cAADB734cB  100.00 ETH 0 2 Ethereum Account
ADDRESS BALANCE TXCOUNT INDEX Patient 2
0x7c4eFelBC5E3922087e3cb742cf78a7F575fDc24  100.60 ETH 0 3

Ethereum Account

Figure 3.4: Ethereum account for doctor and patient with generated private
key

3.6.1.2 Accessing EHR

After signing in the Ul the patient has to choose the corresponding registered doctor for
consultation. Once the doctor is making a diagnosis report then the report is considered
as the EHR that needs to be stored in the blockchain network which can be accessed by
any doctor chosen by that corresponding patient. Figure 3.5 and 3.5 shows the patient
and doctor portal in the developed dApp.

3.6.1.3 Off-chain EHR storage and Payment

Once the registered doctor diagnoses the patient then the diagnosis report will be stored
in the blockchain network in the off-chain storage manner. The patient can log in to
the application to see the health diagnosis report and also can share the report with
various doctors for further treatment. This process helps in avoiding the report storage
at the patient side. These stored reports can be accessed by the doctor and the particular
patient. Figure 3.7 shows the off-chain EHR storage of the users.

Upon successful diagnosis of the patient it has to make the payment to that corre-
sponding doctor. For that, each user is attached to metamask through their private key.
Metamask helps the patient to transfer the fee in terms of ETH to the doctor by using the
public key of the doctor. Once the money is transferred the remaining balance is updated
in the blockchain account balance of the user. For sending the money the user needs to
use an amount of gas which is provided by the EVM. For the current dApp development,

the GanacheEV M is used. Figure 3.8 shows metamask configuration for different users of
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Figure 3.5: Patient dashboard for choosing the registered doctor
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Age: 55

Accessible EMRs

Patient Public Key Action
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Figure 3.6: Doctor dashboard for choosing the registered patient

the current dApp. Figure 3.9 shows the updated ETH value in Ganache after successful

transaction between the Doctor and Patient.

3.6.2 Crtical Analysis

The main benefit of the proposed dApp is the EHR sharing among the patient and doctor.
The patient is able to share the previously diagnosed report with the desired doctor. The
proposed model is compared with various existing models based on the adopted blockchain

platform, key parameters, and payment options. Table 3 represents the comparative study.
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Figure 3.7: EHR off-chain storage of the registered patient
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Figure 3.8: Metamask accounts for doctor and patient

Medrec [124] provides an Ethereum-based platform for storing and sharing patient
medical data records. The limitation present in this work is that this model does not

provide any mechanism to pay the consultation fee by using the Ethereum wallet. In
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Figure 3.9: Ganache updated account balance in ETH after successful trans-
action

Table 3.3: Limitation of blockchain in the healthcare system

Model Blockchain | Use Case Data Stor- | Data Shar- | Payment
Platform age ing Portal
Medrec [124] Ethereum | EMR Yes Yes NA
MlIstore [125] Ethereum | Security No No NA
Remix [126] Hyperledger| EMR Yes Yes NA
Ancile [52] Ripple Insurance | Yes Yes Metamask
Proposed Work | Ethereum | EMR Yes Yes Metamask

MIstore [125] a blockchain-based dApp has been proposed for data security. This model
does provide any means to store and share the data. Remix [126] is a Hyperledge-based
application system for storing and sharing the EMR but it does have any payment portal.

Ancile [52] is a Ripple-based application system for insurance claims. This application
only allows the patient to store the EMR and share the same with the vendor providing the
insurance. The Metamask wallet is used for insurance payments. The proposed work aims
to provide an Ethereum-based dApp to store and share the data between the patient and
doctor. The patient is free to make an appointment with any registered doctor and is also
able to share the previously diagnosed report with the desired doctor. This application
also allows the users to pay the consultation fee through the blockchain-enabled wallet

meta mask where the user has to create an account by using the obtained private key.

3.6.3 Cost Estimation

For deploying the dApp in the real world the implementation cost needs to be defined. The
main goal is to create a solution that can provide a viable healthcare system by taking
advantage of blockchain’s capabilities. Network exploitation and other computational
concerns are prevented by taking some fee for any kind of transaction executed in the
platform and the fee is set as gas and ETH. On the Ethereum blockchain technology,

gas refers to the payment or price value necessary for a successful transaction or contract
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execution.

For all kinds of computation done in EVM, the user needs to pay the fee. For every
transaction initiated by different users, the gas limit needs to be set within which the user
has to complete the transaction and the user has to return any unused gas to the network
for which the user will be rewarded. If the users do not have sufficient balance in their
account then it can initiate any further transaction. In EVM, ethers are used to buy gas,
and users that are executing transactions can establish a gas limit for their account for
that transaction. However, it is up to the miner to decide whether or not to allow the
transaction. If a sender sets a higher gas price, it will cost them a lot of money to pay for
the gas, while miners will gain a lot of money. The computation is then carried out by a
miner to add this transaction to a block. A miner can then broadcast the new block into

the network after all transactions have been completed successfully.

3.7 Conclusion

Blockchain system leverages the cryptography mechanism, P2P connection, consensus
models, and smart contracts to build a decentralized communication and application. In
this chapter, blockchain evolution has been focused on in terms of its application and
feature. It is believed that dApps based on the blockchain can bring a new era to the
application domain. In this current research work, the decentralized application for HCS
is developed using blockchain technology for storing, sharing, and diagnosis purposes. The
off-chain storage of this developed dApp deals with blockchain-based storage constraints.
The current Healthcare EHR dApp will let the patient freely and securely share medical
records with the doctors while maintaining access control and security.

The developed dApp only focuses on providing a simple blockchain application for
information sharing between doctors and patients. However, the developed dApp does
not focus on the security aspect of the blockchain network. Hence it may suffer from

various blockchain network attacks.
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Chapter 4

Smart Contract assisted
Blockchain-based Public Key

Infrastructure

The developed dApp in Chapter 3 only focuses on providing a simple blockchain applica-
tion for information sharing between doctors and patients. However, the developed dApp
does not focus on the security aspect of the blockchain network. Hence it may suffer from
various blockchain network attacks. For the current work, a BC-PKI is developed to deal
with different security related issue of the blockchain-based application system.

Public Key Infrastructure (PKI) is a reliable solution for Internet communication.
The conventional PKI system is centralized, which exposes the infrastructure to many
security issues. The digital certificate generation and validation processes in PKI suffer
from high latency and inadequate authentication processes. Moreover, it needs enor-
mous time and effort to mitigate the malfeasance of the Certificate Authority (CA). The
complexity of employing the traditional key and certificate management increases by en-
forcing the centralized C' A, which can compromise transaction security. To overcome
the aforementioned issues of PKI, three different solutions have been reported in the lit-
erature: Log-based PKI (LBPKI), Web of Trust (WoT), and blockchain-based PKI. The
blockchain-based PKI achieves more attention as it is the combination of LBPKI and
WoT, which serves distributed trust, log of transactions, and constant-sized data to ver-
ify the identity of users. Motivated by these facts, this chapter reports a blockchain-based
PKI system that has a lighter smart contract and less storage capacity and is also suit-
able for lightweight applications. The lighter smart contract in our infrastructure uses
a threshold value, which validates the limit of one participating node for becoming the

C'A of any transaction inside the network. This approach can prevent distributed de-

!The outcomes of this chapter was published in "ICADCML-20214[C1], and “Transactions on Emerg-
ing Telecommunications Technologies" [J2]
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nial of service (DDoS) attacks. This smart contract also checks the signer node address.
The proposed smart contract can prevent seven cyber attacks, such as Denial of Service
(DoS), Man in the Middle Attack (MITM), Distributed Denial of Service (DDoS), 51%,
Injection attacks, Routing Attack, and Eclipse attack. The Delegated Proof of Stake
(DPoS) consensus algorithm used in this model reduces the number of validators for each
transaction which makes it suitable for lightweight applications. The timing complexity
of key /certificate validation and signature/certificate revocation processes do not depend

on the number of transactions.

4.1 Introduction

PKI is the primary building block of client-server communication over the internet. PKI
defines a set of rules and protocols for the crypto algorithms: encryption, decryption,
digital signature, and digital certificate verification process, which are used in secure
communication. For server identity authentication, traditional PKI uses a digital certifi-
cate which is issued by a trusted third party named as Certificate Authority (C'A). This
certificate is a data package to identify the identity of the server. The digital certificate is
associated with the public key, and it is protected by asymmetric key cryptography. The
C'A has three primary responsibilities (i) issuing, (ii) revoking (iii) distributing digital
certificates. Therefore, it is the most crucial component of PKI. The digital certificate
standard, ITU-T X.509[128] coheres to the public key with the DNS record.

The X.509 standard certificate provides a verification method for the private and
public keys used for the communication. C'A is the only component in PKI to validate a
transaction. Traditional PKI system adopts a trusted third party for issuing the digital
certificate for every transaction or communication over the internet. There are various
third-party C'As reported in the literature, such as Comodo, IdenTrust, DigiCert, Certum,
Entrust, etc[129]. The degree of the successful transaction between the client and server
depends upon the correctness of the certificate issued by C'A. The communications in
the aforementioned PKIs rely on the third-party centralized CAs. If the C'As used in
Comodo, IdenTrust, DigiCert, Certum, Entrust, etc., become malicious, then the entire
communication will be compromised, and it leads to single point failure [130].

Comodo is the first C'A which have suffered from cyberattacks. In 2011 it had issued
nine fraud digital certificates to various domains. In the same year DigiNotar has issued
around 600 fraud certificates to various organizations [131]. In the same year, the Dutch
KPN CA has restricted itself from providing the digital certificate after being suffered
from a DDoS attack [? ]. All of the above scenarios clearly explain the drawback of
the conventional PKI framework. The conventional CA is time consuming as numerous

amount of vendors can choose a single CA, hence the CA will definitely require more time
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to issue the certificates. CA has to validate every user for secure communication which
makes the conventional PKI more expensive.

Despite single point failure [132], the conventional PKI system has several other draw-
backs. The conventional PKI does not have any feature to detect compromised C'A.
Moreover, the complexity of key generation and key validation processes reduces the per-
formance of the conventional PKI. Considering these threats, servers which are not able
to secure their own identities satisfactorily cannot ensure that their communications are
not compromised by a deceitful certificate which may cause Man in the Middle attack
(MITM) [133].

The malicious certificate issued by a compromised C'A can cause severe damage to
the transactions of conventional PKI. A malevolent C'A like in DigiNotar loses all of its
trustworthiness, and it creates a rogue certificate, which makes the entire network at risk

[130]. Therefore, the aforementioned statements brief four major concerns of conventional
PKI:

e The trust of existing PKI is centralized to Certificate Authority (CA) which can

cause single point failure.

e The communications governed by PKI rely on the third-party centralized CAs. The

literature has reported many incidents of malicious CAs.
e There are no ways to detect malicious CA.

e The complexity of key generation and key validation processes reduces the perfor-

mance of the conventional PKI.

Pretty Good Privacy (PGP)[134] is one of the cryptographic solutions against the issues
stated above. Unlike traditional C'A, PGP gives the opportunity to the participating
node to verify the digital certificates of other participating nodes by including their corre-
sponding signature. This attribute creates a trust model where every participating node
becomes the verifier for the other. As stated above, the issues of conventional PKI systems
are properly addressed by 3 different approaches, such as Web of Trust, Log based, and
Blockchain based [135].

Web of Trust (WoT) is the first approach which addresses the centralization issue of
conventional PKI. WoT allows the network participants to choose their own trustworthy
certificate provider for transactions. This feature decentralizes the whole infrastructure.
The crucial drawback of the WoT is the overhead of the new joinee. The selection process
of C'A in WoT network is very complicated, which makes it inappropriate for conventional
applications. At each successful transaction, the C'A increases its trust counter value.
Thereafter, for the next transaction, the node chooses a validator which has the highest

counter value. The counter value of a new joinee in WoT network is zero. Therefore, the
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new joinee will never be selected as a validator of any transaction. This issue makes WoT
unrealistic for PKI applications [136].

Public log used in Log Based PKI is one of the solutions which can monitor activities
of the C'A. The log server will be visible to the entire network. Any illegitimate digital
certificate can be identified by this network, and the corresponding C'A will be suspended
due to its malicious activity [136]. The public log server used in Log Based PKI is always
prone to single point failure issue, which is the main disadvantage of this infrastructure
[137]. The literature also provides many blockchain based PKIs, which are discussed in
Sec. 4.2 and Sec. 4.3.

4.2 Related Work

In the current section, several PKI solutions are discussed. The discussion includes a
PKIs without blockchain technology in Sec. 4.2.1 and blockchain-based PKI solutions in
Sec. 4.2.2.

4.2.1 PKI without Blockchain

This section discusses about existing PKIs frameworks which have not used blockchain.This
type of PKI is further categorized into two groups: log based PKI (LBPKI) ( 4.2.1.1) and
WoT based PKI (4.2.1.2).

4.2.1.1 LBPKI:

Certificate Transparency (CT) in articles [? | maintains a public log of all issued certifi-
cates which strives to alleviate the problem of incorrectly issued certificates. The public
logs are auditable. Therefore, it is easier for any nodes to check different activities like
new certificates generation and certificate deletion. The public logs do not eliminate the
risk of certificate misuse. It does not guarantee that the user is able to notice certificate
misuse when it occurs.

Proposed Accountable Key Infrastructure (AKI) [138] is used to defend domains and
clients from flaws induced by single points of failure. The check and balance method in
AKI distributes the trust properly among multiple parties including C' As and domains.
Even if the domain key is lost or breached, the AKI executes routine certification pro-
cesses effectively and gracefully. It was presented as a solution for a public-key validation
infrastructure. It selects a set of trusted nodes for validating the entire transactions in
the network which decreases the dependency on any one node.

Attack Resilient Public-Key Infrastructure (ARPKI)[139] makes all of the certificated-

related computations such as (i)certificate issue, (ii)update, (iii)revocation, and (iv)validation
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processes transparent. ARPKI starts working with 2 different parts. The first part con-
tains two different CAs and the second part contains one Integrated Log Server (ILS) for
performing any operations. It ensures that the security will be preserved, even if the n—1
nodes are compromised out of all n number nodes.

Policert|? | is a broad log-based and domain-oriented architecture which uses a more
secure authentication process for securing the domain’s public keys and an extensive

certificate management method for validating the transaction.

4.2.1.2 WoT based PKI :

LOCALPKI [140] was developed for the Internet of Things applications. In this PKI a
local authority binds the public key with the user identity and the certificate is issued
by a third-party node or local authority. A third-party entity is used in LOCALPKI to
record this binding information and to provide registration updates.

The Notary-based PKI (NBPKI) [141] approach creates a group of trustworthy indi-
viduals known as Notarial Authorities (NA). The NA confirms the reliability of a certifi-
cate for validating a certain signature at a specified time. The end users depend on NA’s
public keys and self-signed certificates for producing and validating signatures. The work-
ing principle of NBPKI relies on three different components (i)end-user, (ii)Registration
Authority (RA), and the Notarial Authority (NA). The end-user needs to register with
RA for signing their transactions. The RA verifies the end-user identity and informs the
associated NA. The NA decides the status of the trustworthiness of the end-user based
on the information provided by the RA.

4.2.2 Bloockchain based PKI

This paper primarily addresses 8 attributes to compare different PKI system such as
feature, type of blockchain network, blockchain platform, certificate, trust model, off-chain
storage, on-chain and time complexity. Table 4.1 shows the detailed study of different
blockchain based PKI systems.

e Key Feature: It shows the basic characteristic such as smart contract, CA, public

ledge, etc. The blockchain based PKI is developed based on these key features.

¢ Blockchain type: The adopted blockchain network can be either of permissioned
or permissionless blockchain. In a permissioned network, the new node can only
join when it gets permission from every participating node present in the network
whereas, in the permissionless network, new nodes do not require permissions from
other nodes exist in the network. Instead of that, it takes permission either from

one trusted node or from anyone randomly chosen node.
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Blockchain Platform: It shows the platform on which the PKI is implemented.
The platform can be on the shelf platform such as Ethereum or a self-developed
custom platform. The shelf platforms are publicly available and it needs to be

downloaded from a trusted source and configured as per the requirement.

Certificate: It shows the type of certificate used during the PKI development. It

can be a X.509 standard or a custom one.

Trust Model: It represents the mechanism for selecting the C'A for validating a
transaction. One node can choose a trustworthy node or a random node who solves
the NONCE first.

Consensus Model: It shows the adopted consensus model during the PKI devel-

opment.

Storage: The blockchain data can be stored in two forms such as the entire copy
of the data will be stored, or the hash function of the block will be stored. There
are two categories present for blockchain data storage named as on-chain storage
and off-chain storage. On-chain storage allows the node to store the data directly
on the blockchain network. Whereas the off-chain storage allows storing the data
in a public ledger that is accessible by all other nodes or in a private storage from

which that particular node can access it.

Time Complexity: This shows the algorithmic computational complexity in terms
of time. It has been taken in big O format as for every PKI all of the defined methods
needed to be executed for a successful transaction. So the worst time complexity

has been considered for different available blockchain PKI.

4.3 Problem Statement and Motivation

The trust of the traditional PKI systems completely depends on third-party C'As. The C'A

checks the bindings between public keys and entities and then provides digital certificates

to those entities. A digital certificate assures that a C'A confirms the binding process

[? ]. There are a very limited number of C'As that are trusted by modern browser and

OS manufacturers. Therefore, this CA-based PKI architecture is considered a centralized
infrastructure. The present CA-based PKI architecture, such as CT [? |, AKI [138], and
ARPKI [139] have adopted many methods to reduce the dependence on the confidence of

C'A. The primary concern in adopting those PKlIs is to avoid the centralization issue of

the infrastructure.
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Table 4.1: Comparative study of existing blockchain based PKI systems based
on the defined features

PKI Key Feature | Blockchain | Block- Certificate| Trust Consensus| Off-chain | On- Time
Type chain Model Model Storage chain | Complex-
Plat- Stor- | ity
form age
PA-PKI Identification | Permissioned| Ethereuny Custom | WoT PBFT Private Hash | O(n)
[142] and verifica-
tion of CA
Block- CA in cross | Consortium | Ethereunj X.509 v3 | Hierarchical| NA Public Hash | O(n?)
CAM domain veri- | and Permis- Data +
[143] fication sioned Data
BC- Authentication Permission | Ethereun Custom | WoT NA Public Hash | -
TRUST Less Data +
[144] Data
BLOCK- | Access Con- | Permissioned| Ethereunt X.509 WoT PoW Public NA -
PGP trol of Cer- Data
[145] tificate Revo-
cation
PB-PKI Public Permission | Custom | Custom | WoT NA Private Hash | O(n)
[146] Ledger Less Data
TTA-SC | Automating | Permission | Ethereunj X.509 Hierarchical| NA Public Hash | O(n)
[147] the process | Less Data \
of identifying Data
the miscon-
figured C'A
CERT- CA  Trust- | Permission | Custom | X.509 Hierar- Dependa- | Public Hash | O(n2log(n))
CHAIN worthy by | Less chical bility Data
[148] using  Dual rank
Counting based
Bloom Filter
(DCBF)
CERT- Certificate Permission | Ethereun X.509 Hierarchical| PBFT Public Hash | O(log(n))
LEDGER | Trans- Less Data
[149] parency
DB-PKI | CA Permission | Custom | Custom | WoT PBFT Public Hash | O(n?)
[150] Less Data
IKP [151] | C'A trustwor- | Permission | Ethereuni X.509 Hierarchical| NA Public Hash | O(nlog(n))
thy Less +Data
FLY- Transaction | Permissioned| Ethereunj Custom | Hierarchical| PoS Public NA O(logn)
CLIENT | Verification
[152] for light
client
BLOCK- | Transaction | Permission | Ethereun] Custom | WoT PoPoW | Public NA O(n)
QUICK Verification Less
[153] for light
client

Blockchain Based PKIs such as PA-PKI [142], Block CAM [143], PB-PKI [146] etc.

provide an emerging alternative for conventional PKI systems which adopts different fea-
tures of Log based and WoT approaches. Blockchain-based PKI provides an environment
for decentralized authentication and validation of transactions in the network [16]. The
adoption of different C'As for different transactions in Blockchain-based decentralized
PKIs eliminates many issues caused by legacy PKIs. The use of different C'As for differ-
ent transactions increases the fault tolerance capacity of the network and one malicious
C' A can not sabotage the entire chain.

The distributed Log in blockchain-based PKI provides a certificate transparency fea-

ture that is similar to the certificate transparency (CT) characteristic provided by Google
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which helps to improve the security of PKIs. The CT allows logging and observing the
scope of digital certificates. Examples of blockchain-based PKI systems are Namecoin and
Emercoin [154]. Namecoin and Emercoin need enormous storage for the entire blockchain
information for validation purposes and they also need to store the entire blockchain copy
at the user end. These storage issues have made these blockchain-based PKI impractical
for real-life applications. The smart contract-based PKI simply dissociates the storage
from the validation process where one node does need not to store the entire blockchain
copy for validating a transaction [155]. The major lacunas of existing blockchain-based
PKIs are :

e All the participants in existing blockchain-based PKI do not get a fair chance to
become C'A.

e This complexity of the consensus algorithm in blockchain-based PKI makes it inef-

ficient especially for lightweight applications.

e Most of the blockchain-based PKIs have concentrated on Denial of Service (DoS)
and Man in Middle Attacks (MITM). They have not addressed Distributed Denial
of Service (DDoS), 51% attacks, Injection attacks, Routing Attacks, and Eclipse

attacks.

4.4 Objective

The objective of this work is categorized into two subsections as follows:

e Approach 1

— To develop a simple blockchain-based PKI using the smart contract.

— To evaluate the proposed model by calculating the lapse time for generating

and validating the key pair, and gas utilization needed for a transaction.

e Approach 2 It is the extended version of Approach 1 with the following additional

functionality to deal with various blockchain network based attacks.

— To modify the Approach 1 to prevent DoS, DDoS, MITM, 51%, Injection,
Routing, and Eclipse attacks. The proposed smart contract checks the validity
of the signer node address and it also imposes a threshold value for becoming

C' A which gives a fair chance to all the participants to become C'A.
— This work adopted Delegated Proof of Stake (DPoS) consensus algorithm which

reduces the number of validators of each transaction. Therefore it reduces the

timing complexity which makes it suitable for lightweight applications.
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— The proposed PKI system is evaluated based on the two matrices. (i)lapse time
of key generation and key validation process and (ii) gas cost of the transaction.
The result shows the time complexity of the proposed blockchain-based PKI

system is efficient compared to existing literature.

4.5 Methodology

The proposed smart contract based PKI system is implemented in the open-source Ethereum
platform known as the Go Ethereum or GETH. Ethereum is an open-source platform
where the smart contract is the key functionality. It provides a virtual environment where
multiple live nodes are deployed to create a blockchain network. Smart contracts are writ-
ten in Turing complete language known as Solidity which is executed in the Ethereum
virtual machine [156]. The smart contract code is publicly available to all participating
nodes present in the blockchain network. In the current research work, multiple nodes
are deployed with some initial cost and gas using GETH. For every transaction, the node
needs to share some gas (G) and each gas has some price (P). So, the total cost (C') in
terms of ether (ETH) can be expressed as equation4.1. Section 5.6.1 and 5.6.2 show the
methodology description for Approach 1 and Approach 2 respectively.

C=GxP (4.1)

4.5.1 Methodology for Approach 1

The PKI framework consists of two primary components as Smart contract and the par-
ticipant. The Smart contract is nothing but the set of protocols needed to meet a common
agreement while storing the transaction records where as the participant is the node that
will take part in the communication. For deploying the smart contract the Ganache is
being used where 10 participant node has been created to form a P2P network. Each

node has been assigned a unique address with some initial currency as 100 ETH.

4.5.1.1 Model Description

Participant, Signature, and Revoke are three different modules used to develop the

smart contract based PKI system The working of these modules are as follows:

e Participant This class or method will allow the creation of new participants in
the peer-to-peer network. Omnce the participant node has been created then the
following attributes will be assigned to it. Whenever it is invoked in the contract it
is stored in an array from which the node can be accessed by calling the I D. The

participant I D is the array index.

68



— ID: Id is a unique number that helps in identifying the particular participant

node during the transaction.

— Ethereum Address (ETH Add): It will specify the address of the node inside

the network.

— Key Pair: It will generate the key pair of all participating node in the network.

e Signature This will allow the participant node to sign the public key certificate for

other nodes. For signing the following attributes have been defined.

— Sign id: The Ethereum address of the signing node is stored here.

— Key: It provides the public key which is required to sign the data.

e Revoke Signature This method will help the participant node to revoke its own

signature. It has been defined with the following attribute.

— Revocation Id: It is an identifier number that will indicate the number of times

the signature is being revoked.

— Counter: It is the counter for counting the number of time the node becomes
the C'A.

4.5.1.2 Working Principle

In the proposed framework there are three primary modules such as Participant, Signa-
ture, and Revoke. Before beginning any transaction, the node status will be checked and
the transaction is allowed id the node is already present in the network. However, if the
node is found new then the Particpant module is invoked. The Participant module sets
all the required parameter for a node such as ID, F'T H Add, and key pair.

Once the node parameters are set successfully then the signer node or C'A is fixed using
WoT model. For validating the transaction the Signature module is invoked. After each
successful the counter is increased by 1 to keep track the number of times that particular
node is becming the CA. The detailed workflow of the proposed work is depicted in
4.1.The pseudocode for the proposed system has been specified in Algorithm 1.

4.5.2 Methodology for Approach 2

The proposed smart contract based PKI system is implemented in the open-source Ethereum
platform known as the Go Ethereum or GETH. The main building blocks of the proposed
PKI system are smart contract and Ethereum. Ethereum is used as the platform where

the smart contract is the core part of the work.
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Figure 4.1: Working of proposed smart contract based PKI

4.5.2.1 Model Description

The proposed PKI system contains three basic modules such as Participant, Smart Con-
tract, Signature, and Revocation. The participant module contains the method to add
the attributes of a participating node when it is new to the network. The signature mod-
ule enables the nodes to sign and validate the keypair. The revocation module allows
the node to revoke its own signature so that the corresponding node can resign another

transaction.

e New Participant: The input of this module is the status of the node. If the node is
found as a new node of the network, then the 3 attributes: PID, ETH address and
Keypair will be set to the status of the new node to participate in the transactions of
the network. If a node already exists in the network, the participant module invokes

the aforementioned attributes to participate in the transaction. The pseudo-code for
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Algorithm 1 Algorithm for Smart Contract Invokation in PKI

BEGIN TRANSACTION
Require: Node.stats

PROC PARTICIPANT()

get Node.stats()

if (Node.stats==FALSE) then
Set id
Set Private key (prie,) and Public key (pbyey)
Set id.getGethAddress()

else
Node is present in the Ethereum private network

end if

PROC SIGNATURE ()

Signer.id

get Pbkey

PROC REVOKE()

if (Trnsaction is Successful) then
Counter=Counter+1

else
Abort

end if

this module is presented in algorithm 2. The attributes of the participant module

are stated below:

— PID: 1t is a unique random number that can be used to identify a particular

node in the network.

— ETH address: 1t is an address provided by the Ethereum blockchain envi-

ronment which is required during transactions.

— Keypair: The private and public key pairs will be generated and assigned to

a particular node.

As the current research considers a lighter smart contact, only the PID of that

corresponding node is stored after deployment.

e Smart Contract: The inputs to this module are the PID, RID and E'T Hadress.
The PID and the ET Haddress of the chosen signer node are compared with the
stored PID and ET Haddress. If both of the addresses are matched then the RID
of the signer node will be compared with the defined threshold for that node. The
transaction will be allowed only after the successful execution of the above said

conditions. The detail pseudocode is reflected in algorithm 3.
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Algorithm 2 New Participant

BEGIN TRANSACTION
REQUIRE: Set of Nodes N=[N;,N{,Nj,..ccu...... s N
PROC PARTICIPANT()
get N,;.status
if (V;.status==FALSE) then
set PID
set (PRkey; PBkey)
set PID.getETHAddress()
set PID.Limit
else
Node N; is present in the Ethereum private network
end if
run CONTRACTY()

Algorithm 3 Smart Contract

TRANSACTION PROCESSED
REQUIRE: N;.RID,N;.PID,N;,.ETHAddress
get Signer.PID
get Signer.RID
get Signer. ETHAddress
if (Signer.PID==N,.PID and (Signer. ETHAddress==N,;.ETHAddress) then
PROC SIGNATURE
else
Maximum Trial is over for the elected signernode. Please select another node
end if
end if

e Signature Validation:This module allows the nodes to sign the transactions of
the other nodes. When the node is elected as the signer node, this method will
be called with two attributes such as the PID and Expiry. The steps are shown in
algorithm 4.

— PID: 1t is the unique number assigned by the Participant method which pro-

vides the unique identity.

— Expiry: After the validation process the node needs to increase the predefined
counter by one to ensure that all of the participant nodes present in the network
will get an equal chance to become the transaction lead. This counter value
is the maximum number for which one node can be elected as the transaction
lead. In the current research work, it is defined in the smart contract to avoid
the DDoS attack.

e Revocation: It is called by the leader node after every transaction. It contains the
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Algorithm 4 Signature Validation

TRANSACTION PROCESSED
REQUIRE: N;.PID, N, ETHAdress
PROC SIGNATURE ()

get Signer.PID

get Singer. ETHAdress
validate(TRANSCATION)

PROC REVOKE()

counter described in the signature module. The node increases the counter by one
after every successful transaction. If the counter exceeds the maximum limit defined
in the light version of the smart contract, the election process is rejected and the
process is reinitiated. Revoke ID or RID and Signer ID are two attributes present

in this module. The pseudo-code for this module is represented in algorithm 5

— RID:1t is a counter which is increased by the leader node after the successful

completion of the transaction.

— Signer ID: 1t is the id of the node which is going to validate the transaction.

Algorithm 5 Signature Revocation

TRANSACTION PROCESSED

REQUIRE: N;.RID

if (TRANSACTION==TRUE) then
RID +-+

else

Transaction is rejected
end if

4.5.2.2 Block structure

Each block has 2 components: block header and list of transactions. Block header has 3
fields: (i) Block root hash, (ii) Hash of the previous transaction, and (iii) Markel Patricia
Tree (MPT). Figure 4.2 represents the structure of block where n is the number of trans-
actions. Here 77 to T,,_, are previous validated transactions and 7;, denotes the current
transaction. H; denotes the hash value of T; where ¢ varies from 1 to n. The number of
transactions stored in a single block may vary with different blockchain platforms. The
size of blocks on certain blockchains, such as Bitcoin, is limited. The 'genesis block’, or
the first block on the blockchain, is noteworthy. It has no hash that refers to a parent
block, and it does not allow any mining process. Blocks are issued at fixed intervals. In
current Ethereum blockchain new blocks can be released at every 15 seconds interval. The
merkel tree has three type of nodes: (i) Leaf Nodes (Hy, Hs, Hs, ... H,) (ii)Intermediate
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Nodes (H:||Ha,...H,—1||H, ) and (iii) Root Nodes (Hi||Ha||...||Hn-1||Hy). These hashes
are also used as the node’s reference key. The leaf node (L;), intermediate node (I;), and
root node (R) of the MPT are defined as in equations 4.2,4.3 and 4.4 respectively.

L; = H; = hash(x;), {i€l,2,3,4,....,m} (4.2)

I; ={H; || Hi}1} (4.3)

R={H;| His1... || Hv,N = Depthof MPT'} (4.4)
Block Header  —

Block root hash C\k

| Hash of (n-1)th block |

| Merkel Patricia Tree |

List of Transaction T1 T2 Tn-1 Tn

T1 2 [ Tn-1 Tn

Figure 4.2: Working of proposed smart contract based PKI

4.5.2.3 Delegated Proof of Stake Consensus Mechanism

The Delegated Proof of Stake (DPoS) [? | consensus algorithm is a variance of the PoS
mechanism which improves scalability and efficiency by lowering and limiting the number
of validators on the network. It was designed to address the issue scalability trilemma [?
|. In blockchain terminology, the more number of transactions per unit time refers to more
scalability. As per the blockchain trilemma, more scalability may cause more challenges
for security and decentralization features. In DPoS, token holders do not work on the
validity of the blocks directly; instead, they choose delegates to validate transactions on
their behalf. There are typically 21-100 designated delegates in a DPoS system. The
chosen delegates are rotated regularly and the nodes order the delegates to present their
blocks. When there are fewer delegates, it is easier to allocate one validator and time slot
for each transaction. If the delegates consistently miss to validate transactions or blocks,
it will cause erroneous transactions. As a result, the token holders vote them out and

replace them with another delegate chosen by the token holders.

4.5.2.4 Working Principle

Once it receives the transaction request, the participant module starts its execution to

check the status of the node. If the node is found as a new node, the required parameters
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such as the PID, ETH Address, keypair, and a threshold value for RI D will be specified
for the node. This RID is incremented by one in each revocation call and once it reaches
to the threshold the PID, FTH Address and keypair of the node will be reset. The
PID and ETH Address identify a particular node at any time uniquely.

After the successful execution of the participant module, the smart contract is invoked.
Thereafter the PID of the selected signer node is compared with the stored PID. If both
P1IDs are matched further execution will be allowed otherwise the process will be aborted.
Then the RID counter will be compared with its threshold limit. If the RID exceeds
the given threshold, the transaction will be aborted immediately otherwise, the signature
module will be invoked. The adoption of the smart contract in our methodology helps the
network to deal with the DDoS and MITM attacks by verifying the node id and checking
the limit respectively.

The signature module allows the selected signer node to validate the transaction by
verifying the public key. The Signature module allows that particular node to validate
the transaction which completes the smart contract verification phase.

After every successful transaction, the signature revocation module is invoked where
the signer node increments its RI D value by 1 and validates the transaction. Figure 4.3

represents the workflow of the proposed work.

Transaction Request

Status of the

- Set Node id Requesting
7 (Randint()) Network Node ?
*4
Already present in the network
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<
5 _) Intialize Signer Node P
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Figure 4.3: Workflow of proposed Blockchain based PKI
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4.6 Implementation and Performance Evaluation

The proposed works (Approach 1, Approach 2) is implemented in the open-source
Ethereum virtual machine GETH. To invoke the smart contract, the Solidity v0.4.24
scripting language is used along with the GANACHE truf fle suit. The truf fle suit
deploys the developed smart contract in the blockchain environment. The experiment is
carried out with a Windows 10 OS, 8 GB RAM, 1 TB HDD, and Intel 5 processor with
a 2.8GHz clock speed machine.

4.6.1 Performance Evaluation of Approach 1

For the the intially developed PKI (Approach 1) 5 different network has been created
with several nodes as 5,6,...9. Each node has been supplied with 100 ETH as primary
balance which can be used during the transaction. The number of transaction considered
for the current PKI is 100. The GANACHE truffle suit is used to deploy and test the
smart contract in a deterministic environment. GANACHE will help us to visualize the
transaction details smart contract deployment details and as well as the created node
accounts. Finally, to measure the performance of the proposed algorithm the Lapsed
time for generating the keypair and validating those will be measured. The measured
time has been shown in Table 4.2 and in Figure 4.4. It shows that increasing the number
of nodes the latency will also increase. The latency will increase because the number of
the trustworthy node will increase for every node, so during the transaction key revoking
the request will be forwarded to every trustworthy node which will result in increasing

the latency.

Table 4.2: Time Lapse for creating and validating tables

Number of | Time Lapse for | Time Lapse for
nodes Key Generation | key Validation
(in min) (in min)
5 1.89 1.93
6 2.31 2.69
7 2.89 3.83
8 4.17 4.87
9 5.78 7.41

Figure 4.5 shows gas utilization vs the number of transaction graph where the average
gas cost for each transaction is approximately 2.3 x 10%. Table ?? shows the gas used for

invoking different modules of the current PKI system.
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Figure 4.5: Gas utilization for different transaction

Table 4.3: Gas usage for invoking various modules

Module Name For Initialization
Participant 23675
Signature 25913
Revoke Signature 21000
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4.6.2 Performance Evaluation of Approach 2

The proposed work is implemented in the open-source Ethereum virtual machine GETH .
To invoke the smart contract, the Solidity v0.4.24 scripting language is used along with
the GANACHE truf fle suit. The truf fle suit deploys the developed smart contract in
the blockchain environment. Initially, the Gas limit of the network is set as 4000000 and
all created nodes have 100ET'H in their account.The performance of the proposed PKI
system is evaluated using the latency and gas utilization during the transaction. Figure
4.6 shows the node iitialization in the GET H environment. The node configuration with
the private key and GET H address is shown in Figure 4.7.

CAWINDOWS\system32\cmd.exe
i 72 Pet

SRRRRRRRRRRERRR
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Figure 4.6: Node initialization in GET H environment

ACCOUNT INFORMATION

ACCOUNT ADDRESS
0x830CeFB2c5c1633b1c5A25¢38486a9F41cFFed7D

PRIVATE KEY
79ddd9f59a054ee2cfd00c6e@beb3c6da291209af43d881chc4c3e3818c60234

DONE

Figure 4.7: Node Configuration

Figure 4.8 shows the latency vs the number of nodes graph for key generation and
key validation process. The proposed model is tested with 100 nodes where latencies of
key generation and key validation process reach to 60 seconds and 80 seconds respectively
which is suitable for realistic applications of PKI.

Table 4.4 shows the gas used by the different modules of the developed PKI system
for doing one transaction. Figure 4.9 shows gas utilization vs the number of transaction

graph where the average gas cost for each transaction is approximately 10 x 10
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4.6.2.1 Time complexity Evaluation

There are four executable modules present in the developed blockchain based PKI system,

namely participant, signature, revoke, and smart contract. Among these four modules,

the time complexity of participant and smart contract module is O(n), whereas the

time complexity of signature and revoke modules are O(1).

Here n is the number of

transactions committed to the procedure in the network. Multiple transaction requests
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Table 4.4: Gas usage by various modules

Method Gas Utilized

Name For Initialization | For Transaction
Participant 33781 17484

Signature 42856 13752
Revocation 19798 9689

Smart Contract | 194837 32675

may be raised in the case of participant and smart contract module resulting in the worst
time complexity of these two modules as O(n). While there is no communication in
the other two modules: signature and revoke and also, no acknowledgment messages
are issued to the transaction initiator. The signature and revoke modules allow the
chosen signer node (by smart contract module) to sign the transaction and make an
increment of RID. So these two procedures do not generate any transaction messages,
which results in constant time complexity of O(1). Implementing the DPoS consensus
mechanism results in a run time complexity of O(logn). The time complexity of the
whole system is O(n + logn). The time complexity of the proposed model is compared
with the different exiting models in Table 4.5.

Table 4.5: Module wise Time Complexity Comparison with different existing
models

Blockchain Key/ Certificate | Key/ Certificate | Signature/ Cer-

based PKI Generation Validation tificate Revoca-
tion

PA-PKI [142] | - O(n) O(n)

CERT- CHAIN | O(n?) — O(log(n))

[148]

CERT- O(log(n)) - -

LEDGER [149]

DB-PKI [150] O(n?) - O(n?)

FLY-CLIENT | - O(logn) -

[152]

BLOCKQUICK | — O(n) -

[153]

Proposed  Sys- | O(n) O(1) O(1)

tem
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4.6.2.2 Critical Analysis

This work addresses various limitations of the existing PKI solutions including PKI with-
out blockchain stated in Sec. 4.2.1 and PKI with Blockchain stated in Sec. 4.2.2. The
PKI provided in [? | only focuses on making the issued certificate visible to the net-
work participants but does not have any circumstances to avoid the single point of failure
(SPoF) limitation. In AKI [138] the ILS is responsible to store the certificate issued by
C'A and the ILS will be updated at a given time interval even C'A becomes untrusted.
This becomes the key limitation along with SPoF as it is using a centralized C'A to issue
the certificate. ARPKI [139] tries to solve the synchronization issue of AKI but it still de-
pends upon a trusted C'A to issue the certificate. The unavailability of the C'A verification
process makes it tough to adopt ARPKI as a preferred solution. The approach in PoliCert
[? | provides a centralized way to detect the log misbehavior which is again pruned to
SPoF issue. LOCALPKI [140] was created for usage in the context of IoT, where the
local authority is in charge of utilizing the public key to verify the user’s identity. The
certificates issued by the local authority are stored by a third party, which are trimmed
to SPoF. In NBPKI [141] RA is in charge of authenticating the user’s identification, and
the NA maintains the user’s status as trusted or untrusted based on the RA’s decision.
The malicious RA has the potential to compromise the system’s integrity.

The PA — PKI in article [142] uses Practical Byzantine Fault Tolerance(pBFT)
consensus model which allows a certain number of faulty nodes. If the number of faulty
nodes exceeds that certain limits the whole network will be reset. Moreover, pBF'T' con-
sensus mechanism used in PA — PKT of article [142] and DB — PK 1 of article [150] is
prone to the Sybil attack. The Block — CAM in article [143] has used the consortium
blockchain platform for developing their PKI. The major limitation of using this platform
is making the entire system semi-centralized since the consensus is managed by a cer-
tain number of participating nodes. Thus, it deviates from the decentralization concept
of blockchain. Our proposed model is completely decentralized to all existing nodes in
the network. The transactions of BCTRUST in [144], depend upon the degree of trust-
worthiness of a participating node. Once the node is declared as the trusted one, then
every node in the same network has to consider that node as the same. Moreover, all
the transactions made by that node are also considered as valid transactions which may
cause integrity loss and many other cyber threats. In our model verification is done on
every transaction where node identity already padded, it does not verify only such node
based identity. This feature makes our model more secure compared to [144]. The imple-
mentation of PGP of both server and client-side participating nodes in BlockPG P [145|
causes heavy computational overhead which is the major drawback of such PGP based
infrastructure.

In the case of PB PKI[146|, the transactions is stopped if any anonymous node
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requests to join the network. When new anonymous node requests to join the network,
the entire network is disrupted until the joining request is processed. The developed PKI
TTA SC in article [147| suffers from the loss of control issue over the blockchain network
if it loses the key pair of the lead node under some cyber attacks. The DDoS attack
to a particular lead node can make the system destabilized. The CERT C'HAIN in
article [148| uses dependability rank based consensus algorithm where the elected C'A
was responsible for increasing the trustworthy degree. Depending upon the degree of
trustworthiness the node will be elected as C'A. Thus, a DoS attack on the particular C'A
can cause damage in further transactions. It also uses the PBF'T consensus algorithm
which may cause a Sybil attack. In the CERT LEDGER of the article [149], the C'A is
responsible for publishing the revoked data after every transaction. Thus, a DoS attack
on that particular C'A can disrupt the entire network.

The developed PKI IK P in article [151] depends on the bitcoin’s language script
which becomes hard to implement. The transaction process in [K P depends on the
trustworthiness of the CA and if the C'A is misconfigured then all transactions within
the network will be discarded. The FLY CLIENT of article [152] does not use an
authentication process to validate the participating node identification. So, the developed
PKI is prone to MITM attack. In BLOCK QUICK of the article [153], the malicious
block can only be detected by using the consensus group score. So, for a single malicious

node, the whole branch will be discarded which will reduce the efficiency of the network.

4.6.2.3 Attack and Defense

The primary feature of the developed blockchain based PKI is the smart contract where
the conditions such as the validity and threshold of the signer node are verified. The smart
contract is solely responsible to allow the signer nodes to validate the key pair of requested
nodes otherwise the nodes will be rejected. This feature avoids the DDoS and MITM
attacks for the developed PKI. The proposed permissionless blockchain environment on
the GETH platform adopts the trust model of WoT where nodes are allowed to choose
their own C'A.

In the hierarchical trust model, the processing power required to calculate the NONCE
is high, whereas WoT does not require any NONCE calculation. The NONCE calculation
can prevent MITM attacks. However, we have avoided it intentionally in our PKI to make
it lighter compared to existing literature. From the storage point of view, only the hash
value of each node is considered for the on-chain storage and the entire data is considered
for the off-chain storage. Different attacks addressed in the current blockchain based PKI
are reflected in Table 4.6. Table 4.7 reflects the various attack resistance comparison of

the proposed model in contrast to other existing blockchain PKI models.
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Table 4.6: Different Threats & Its Defence

Attack | Basic Definition Prevention Mechanism Sustainability

DoS The elected C'A may ini- | The proposed model defines a | Moderate
tiate a huge number of | threshold for every node for
transactions. becoming a C'A and the imple-

mented smart contract checks
the given threshold with the
RID. If the RID exceeds
the threshold, the participa-
tion of C'A will be rejected
(see. Algo. 3).

DDoS Multiple elected C' As over- | The nodes in the network can | Moderate
load the network by ini- | become a CA if the RID
tiating multiple transac- | is less compare to the given
tions. threshold. (Algo. 3)

MITM An intermediate node may | Hash prevents content modifi- | low
try to modify the transac- | cation. The node verification
tion. This can be done | process at the smart contact
in two ways such as modi- | resolves the address violation
fying the content or mod- | part.
ifying the sender/receiver
node address.

51% It is an attack on | Before initiating the transac- | low
blockchain ~ where  at- | tion, the node identity will
tackers acquire the control | be checked and only the ac-
of more than 50% of the | tive node of the network will
network’s mnode address | be allowed for the transaction.
and cause faulty transac- | (Algo. 2)
tions.

Injection | Injecting  multiple un- | The adopted WoT does not al- | low
known nodes to access the | low the joining of a random
data node in the network.

Routing | Tampering the data during | Hashing is used to secure the | low
the transaction information.

Eclipse | The attacker may have a | For every transaction, the | low

attack distributed botnets for re- | PID will be checked for

placing the actual node ad-
dresses by the false ad-

dresses.

availability and WoT model
restricts random joining of

nodes
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Table 4.7: Attack resistance comparison

PKI DoS | DDoS | MITM| 51% Injection | Routing | Eclipse
PA-PKI [142] X X v X X X X
Block-CAM v v v X X X X
[143|

BC-TRUST v v v X X X X
[144]

BLOCK-PGP X X v v X X X
[145]

PB-PKI [146] v X v X X X X
TTA-SC [147] X X v v X X X
CERT-CHAIN X X v X X X X
148

CERT- X X v X X X X
LEDGER [149]

DB-PKI [150] X X v X X X X
IKP [151] X X v X X X X
FLY-CLIENT X X v X X X X
[152]

BLOCKQUICK | X X v X X X v
[153]

Proposed  Sys- | v/ v v v v v v
tem

4.7 Conclusion

The proposed research work identifies several issues of conventional PKI and blockchain
based PKI. In this regard, this work proposes a blockchain based PKI which is assisted
by a smart contract and DPoS consensus algorithm. This work explores different existing
solutions such as log based PKI, web of trust (WoT), and the blockchain based PKI
system to deal with the various limitations and cyber threats of existing PKIs. The
primary objective of this work is to create a blockchain based decentralized public key
infrastructure which takes advantage of both the blockchain transparency and the web
of trust model. The inclusion of smart contracts along with participant, signature and
revoke modules in our work achieves the aforementioned features. The primary role of the
adopted smart contract is used to validate the identity of the signer node and to check
the threshold value for becoming C'A.
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The DPoS consensus algorithm used in our PKI reduces the timing complexity of the
transactions which makes our PKI affordable for lightweight applications. The perfor-
mance of the proposed PKI system is evaluated based on the latency of the key generation,
key validation, and signature revocation process. The gas utilization on the Ethereum
platform is minimal for the initialization process and transactions. The proposed PKI can
prevent DoS, DDoS, MITM, 51%, Injection, Routing and Eclipse attacks. The developed
smart contract used in our blockchain based PKI system is lighter to address the issue of
storage limitation.

However, the issue found in the developed PKI is the computational overhead which is
due to the CA selection process. As per the blockchain feature the C' A needs to be selected
for every transaction. This process no doubt removes the potential barrier of single point
failure by introducing the decentralization concept. In a large size network, this process
can increase the compuational overhead as the search space of C'A selection is equals
to the network size. Lowering this overhead, it can increase the network performance.
With this as a primary objective this chapter aims to develop a clustering based PKI to
minimize the search space. In addition, the developed PKI also considers the trust value

for selecting an efficient node as the C'A.
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Chapter 5

Clustering and Trust enabled
Blockchain-based Public Key

Intrastructure

A blockchain-based PKI has been developed in Chapter 4 to deal with various Blockchain-
based attacks including DoS, DDoS, MITM, 51%, Routing, Injection, and Eclipse attacks.
In addition, the proposed PKI provides a fair chance for each peer to become the CA by
deploying light smart contracts along with the DPoS consensus mechanism which makes
it suitable for lightweight devices.

However, the issue found in the developed PKI is the computational overhead which is
due to the CA selection process. As per the blockchain feature the C'A needs to be selected
for every transaction. This process no doubt removes the potential barrier of single-point
failure by introducing the decentralization concept. However, a network may have a large
number of transactions and participants. Selecting a C'A for each transaction using PoS
or PoA may cause a significant amount of block propagation delay, which can reduce
network efficiency drastically. ! This chapter proposes a different approach to increase
the efficiency of Smart Contract assisted Blockchain-based PKI. The proposed approach
creates clusters of participant nodes based on their validation time, response time, and
trust. This method selects a cluster based on the budget of response time and validation
time given by the node that intends to start a transaction. Thereafter, the node which
has the highest trust in that cluster is chosen as a C'A for the next transaction. Instead
of searching on all participant nodes, our approach searches on the nodes of the chosen
cluster which reduces the searching space of the C'A selection process. This research
work adopts a trust evaluation approach where the trust factor is quantified based on
its experience and reputation. The node trust is reevaluated after every successful and

unsuccessful transaction. A node that performs more successful transactions has more

!The outcomes of this chapter was published in “MLCSS-2022"[C2], and “IEEE ACCESS" [J3]
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trust value. The node that has a higher trust value has a higher probability to be selected

as a C'A for a transaction.

5.1 Introduction

Communication via an unprotected network can only be guaranteed by the verification of
each participant’s identity. For example, a man-in-the-middle (MITM) attack [157] may
be used to intercept communication and imitate the participant’s involvement. Public
Key cryptography [158] is one of the promising solutions to secure communication in an
untrusted network. Since the introduction of public key cryptography, the verification of
the trustworthiness of a participant’s public key has been a prominent issue. In this con-
text, "trusted" means that the private key is known only to the intended communication
partner. If both participants involved in the communication know the same secret, such
as a password, the problem becomes simplified significantly. Sharing a private key in a
large-scale network is not always possible. So Public Key Infrastructure (PKI) [159] can
be used as an alternative solution for public key cryptography.

The use of encrypted communication protocols is being actively pushed and supported
more than it has ever been before. Regular HI'TP connections, which appeared to be
fair in the past [160], are now described as “not secure," whereas HT'TPS connections are
unmistakably labeled as "secure." This change in the appearance of security indicators in
the address bar has been implemented by browser vendors such as Google Chrome [161],
Mozilla Firefox [162], and other popular browsers. Cryptographically protected protocols
such as Transport Layer Security (TLS) protocol are becoming the usual solutions as more
administrators and developers become aware of the risks associated with using insecure
protocols [163]. The risks associated with insecure protocols are increasing as more people
become aware of them. The TLS PKI also has a vulnerability called the weakest-link
security problem, which means that any trustworthy C'A may create a valid certificate
on its own for any domain name. A client will regard a certification authority to be
trustworthy if that authority’s certificate is included in the client’s list of root CAs or if
the certificate was signed by another trusted CA. Both X.509 [164] and PGP [165] are
the other two widely used protocols for securing internet-based communication.

An attacker may undermine the integrity of the system as a whole by gaining con-
trol of a single root or intermediate C'As. To overcome the issues caused by the gener-
alized web-based security protocols there are two different solutions present Log-based
and Web of trust. Among all solutions, CertificateTransparency(CT) framework [166]
by Google is the most popular one. It makes certificates publicly accessible by using
append-only logs for updating and maintaining the list of log servers. Even if the con-

tents of the log may be read and shown to be consistent, log servers have the option
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to disregard any requests that are sent their way. Last but not least, a gossip protocol
is required in order to prevent a split-world attack [167], which occurs when a mali-
cious log server presents various clients with conflicting copies of the log. Therefore,
in order to accept a malicious or compromised CA, each certificate issuance should in-
clude numerous C'As, and all activities should be documented in a safe and completely
dispersed manner. This is necessary in order to tolerate the presence of a CA. The
other Log — basedPK 1 solutions include AccountableKeylInfrastructure(AKI) [138|,
Attack Resilience KeylIn frastructure(ARPKI) [139], etc. The main issue the log-based
PKI is facing is the centralized IntegratedLogServer(ILS). The presence of ILS makes
the Log-based PKI solution prone to a single-point failure. The third-party can easily
get access to the ILS server by means of which the entire system will fail to maintain
the integrity level. Another possible solution to the conventional PKI system is the
WebofTrust(WoT') based PKI. The WebofTrust(WoT') includes notary-based solutions
such as Local PK1 [[140] and Notary — based PK I [141] that are intended to offer dif-
ferent PKI systems that enable the end-user to use their known trusted node to act as
the CA. In this type of PKI, the NotaryAuthorities(N As) replaced CAs to store the
only signed hash of the certificate and its serial number in the database. However, with
notary —basedPK I and Local PK I systems, users and NAs must have confidence in order
to oversee the functioning of certificates. Therefore, it is necessary to prevent notaries
from certifying bogus certificates and signatures.

To overcome the lacuna present in Log — based PK I and WoT', blockchain-based PKI
becomes an emerging solution. The characteristics such as immutability, transparency,
security, and distributed ledger are the technical benefits of blockchain which make it a
more appropriate technique for internet-based communication. A promising character-
istic known as decentralization of internet services is the key concept presented behind
blockchain technology. Instead of depending on a single C'A for issuing the certificate,
this technique enables the network to have multiple C'As for different communications.
Adopting multiple CAs simply avoids the single-point failure limitation of conventional

PKI systems.

5.2 Related Work

This work is mainly motivated by 3 major aspects (i) Trust calculation, (ii)Clustering
of participant nodes to reduce the searching space Validator, and finally (iii) PKIs. In
section 5.2.1, existing literature on the trust calculation of node in a Point to Point
(P2P) network with and without blockchain are discussed. In the section 5.2.2 different
blockchain-based clustering mechanisms are discussed where machine learning plays a

crucial role. In section 5.2.3 various blockchain-based PKI systems are discussed.
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5.2.1 P2P network and Blockchain network trust calculation

In this section, various trust calculation methods in P2P network (section 5.2.1.1 and
Table 5.1) along with the blockchain network node trust calculation methods (section
5.2.1.2 and Table 5.2) are reported.

5.2.1.1 P2P network trust calculation

The Bayesian network trust model introduced by Wang et al. [168] employs the Bayesian
network to compute the trust degree and the probability technique to determine the node
trust value, which subtly increases algorithmic complexity. The trust parameters are
quantified into the [-1,1] range, which may be stated intuitively as a full trust to total
untrust node. A model for calculating trust based on evidence theory was proposed by
Yu et al. [169]. Evidence of a node’s support has been used to recognize that particular
node as the target node.

A distributed trust calculation model called PageRank was suggested by Yamamoto et
al. [170]. This model estimates the trust value of nodes by using the PageRank algorithm
that is shared throughout the network. PeerTrust, which was developed by Xiong et
al., makes use of many factors to automatically alter the trust value of nodes over time,
ultimately selecting the high-trust node as the one with which to connect [171]. PeerTrust
determines the trustworthiness of a node by taking into account a number of criteria
relating to a transaction and the environment of the network. Based on the D-S evidence
theory, Wen et al. [172| suggested a way to identify trust relationships and confidence
intervals between peers. In order to determine the reliability of the nodes, the model
makes use of both the arithmetic average and the Bayesian approach simultaneously.

Song [173] presented a model for the trust that makes use of fuzzy logic inference to
calculate the local trust value of a peer and aggregates the recommendation information.
The principles for logical reasoning using linguistic trust metrics are provided by fuzzy
logic. For DHT-based P2P networks, the PowerTrust system [174] was suggested, which
makes use of the Power-law distribution of peer feedback. Using a distributed ranking
method, PowerTrust dynamically chooses a limited number of power nodes that are the
most trustworthy. PowerTrust dramatically increases global reputation accuracy and

aggregation speed by using a look-ahead random walk approach with the power nodes.

5.2.1.2 Blockchain network trust Model

Sun et al. in [175] proposed a trust calculation model for a blockchain network that
calculates the trust value of a node by acquiring the working state and behavioral infor-
mation of that intended node. The final trust is calculated by aggregating the trust value

generated during the transaction and the trust value generated by the behavior.
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Table 5.1: Related work based on P2P network trust calculation

Ref Trust calcula- | Network type | Blockchain Im-
tion model plementation
[168] Baysian Net- | Peer-to-Peer | X
work
[169] Evidence The- | Peer-to-Peer | X
ory
[170] Page Rank Al- | Peer-to-Peer | X
gorithm
[171] Successful Peer-to-Peer | X
transaction
[172] Evidence The- | Peer-to-Peer | X
ory
[173] Fuzzy logic in- | Peer-to-Peer | X
ference
[174] Node Feedback | Peer-to-Peer | X

For a blockchain-based online payment system, Ahn et al. in [176] suggested a method-
ology for estimating trust and reputation using the values contained on a blockchain
ledger. Information from ratings and transaction histories has been effectively utilized to
calculate reputation and trust levels. The blockchain-based payment system keeps track
of its entire history. While regularly validating and confirming such values in the back-
ground for dependability without impairing user experience, the model uses a small cache
of key data to speed up searches.

She et al. in [177] proposed a blockchain-based trust model for detecting the malicious
node in the case of the wireless sensor node. For calculating the trust value four different
attributes including the node behavior, response time, transmission delay and forwarding
rate have been considered. The state of the node is further divided into two different
groups such as working or non-working state. Initially, a node has been verified for its
state and if the state is found working then only the other three parameters are considered
otherwise the node will be discarded from the network. The final trust has been calculated
by aggregating the delay factor, forwarding rate, and response time.

Zhao et al. in [178| presented a model Trustblock to calculate the trust of the data
layer devices for the Software Defined Network (SDN). Direct, Indirect, and Historical
trust are the three key parameters considered for calculating the final trust of a node.
The final comprehensive trust is calculated by normalizing the three different types of
trust with three different weight factors w1, w2, and w3. These weights are calculated by
using the entropy value.

Inedjaren et al. in [179] have proposed a blockchain-based distributed framework for
calculating the trust in the Vehicular Adhoc Network (VANET). The node uses two types
of control messages such as HELLO and Traffic Control (T'C') through the OLSR routing
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protocol for any kind of communication. The trust of the node is calculated by using
the membership value of each control message which can be of verylow, low, medium,
large, and verylarge. Next, the defuzzification rule is applied to the membership value
of HELLO and T'C' to obtain the final trust value of that particular node.

Table 5.2: Related work based on Blockchain trust model

Ref | Key Blockchain Trust Usage
Feature Platform PKI | CA Selection
[175]| Behavioral infor- | v/ X X
mation
[176]| Transaction His- | v/ X X
tory
[177]| Node behaviour, | v/ X X
response  time,
transmission

delay, data for-
warding rate

[178]| Transaction his- | v/ X X
tory and Peer
feedback

[179]| Defuzzification | v/ X X

5.2.2 Blockchain clustering

In the current section, different machine learning-based clustering approaches for blockchain
networks are discussed. Table 5.3 shows the summarization of the considered literatures.

Zola et al. [180] proposed a machine learning-based method for detecting malicious
activities in a bitcoin network. Initially, the clustering algorithm has been applied in order
to make different clusters of malicious and non-malicious data present in the blockchain.
Finally, different ensemble machine learning by using different classification algorithms
such as Random Forest, Adaboost, and Gradient Boosting for classification purposes.
The proposed model shows a 99.68% accuracy level.

Chawathe et al [181] proposed a novel approach for clustering the bitcoin data for
behavioral analysis. For clustering, the K-Means clustering algorithm has been considered.
Mahalanobis distance metrics have been used in order to evaluate the identified clusters.

Huang et al. [182| proposed a novel approach as the Behavior Pattern Clustering
(BPA) algorithm which takes the blockchain transactional data over time as the input.
The proposed algorithm has been evaluated by considering 1321 numbers of records as
the nodes. BPA has been compared with the K-Means and K-Means ++ algorithms to
show its efficiency.

Ermilov et al. in [183] reported an approach to identify the blockchain data owner.
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This can e performed by using behavioral pattern analysis and off-chain data available
publicly. For behavioral pattern analysis, machine learning clustering algorithms have
been applied. Web crawling and manual analysis of various bitcoin data providers are
used for the off-chain data analysis.

Harrigan et al. [184] have used the machine learning clustering algorithm for making
different clusters of the available bitcoin data available up to February 2016. The clus-
tering method has been implemented to the publicly available data to identify fraudulent
transactions. As a result, the author has created a supercluster of the identified attacks.

Fleder et al. [185] reported a novel approach by using the machine learning clustering
algorithm to identify the known and unknown users. For empirical analysis, the raw
bitcoin data up to December 2013 has been considered.

Li et al. in [11] a blockchain partitioning technique based on node community cluster-
ing In a CPS, it is a way for grouping nodes into distinct groups. Each group is a chain,
with some nodes sharing the same information. Depending on the approach, a node can
be added to several chains. The nodes on the same chain only need to synchronize the
data of the nodes that have joined the chain for data synchronization. The proposed tech-
nique results in reduced cross-link communication data lower system network strain and
improves system communication efficiency. At the same time, it decreases the amount of

data that nodes store that isn’t relevant and speeds up data querying.

Table 5.3: Related work based on Blockchain clustering

Ref | Clustering | Key Blockchain clustering criteria
Technique | Feature Data clus- | Node
tering clustering
[180] | K-Means | To detect the | v/ X
malicious activ-
ity in the bitcoin
network.
[181] | K-Means | For node behav- | v/ X
ioral Analysis.
[182] | BPA For behavior | v/ X
pattern analysis.
[183] | K-Means | To identify the | v/ X
blockchain data
owner.
[184] | K-Means To detect the | v/ X
fraud  transac-
tion.
[185] | AHC To detect the | v/ X
known and un-
known users.

92



5.2.3 Blockchain Based PKI

Abba et al. in [186] proposed a blockchain-based PKI BB — PK I for managing the certifi-
cates. In this, a client initially requests a certificate from the registering authority (RA),
and then the RA forwards the request message to the corresponding CA for certificate
issuance. Within the network, there are multiple CAs and RAs. The main objective of
this work is to avoid the single point of failure (SPoF). Lukasz et al. in [187] proposed
a blockchain-based PKI known as BlockPKI. The main objective of this model is to
automate the certificate issuance system. The domain owner defines the number of CAs
who can issue and validate the certificate. Upon receiving the request from the node for a
certificate the smart contract will be invoked and among the defined CA depending upon
the availability, one CA issue and validate the certificate.

Yakubov et al. in [188] proposed a blockchain — based P K Imanagement framework
with the objective to avoid the SPoF limitation of the traditional PKI system. In the de-
veloped PKI each CA contains its own smart contract dealing with all relevant information
regarding the certificates including the hash of previously issued or revoked certificates.
Bo et al in [189] proposed a PKI framework Cecoin for bitcoin. For issuing the certificate
the PoW consensus mechanism is being used. The participating node will try to solve
the puzzle or NONCE issued by the initiator. The node solving the puzzle first issues
the certificate for the transaction. Tewari et al. in [190] proposed X.509Cloud as the
blockchain-based PKI system. The main idea present in this work is to issue different

certificates for new requests and the certificate revocation process.

5.3 Problem Statement and Motivation

Evidently, the decentralization characteristic eliminates the limitations inherent in the
conventional centralized PKI system. In a blockchain network, every transaction requires
the selection of a C'A. Therefore, a large number of transactions need extensive computing
effort. This C'A selection procedure becomes the major cause of network computation
overhead, which reduces the network’s performance. To circumvent the problem, this
network clustering is a potential solution.

In addition, the blockchain nodes perform the transaction with the other participant
nodes with the presence of some participant node called as C'A. In this node interaction
process, trust is the key factor. The so-called “don’t trust" issue of blockchain considers
a poor relationship among all nodes. Even though BC-PKI has transparency, decentral-
ization, immutability, and security still it faces a credibility crisis. A credibility crisis
explains a scenario of whether the participant nodes are creditable or not for a successful
transaction. Choosing a node as a C'A which performs more number of successful transac-

tions will increase the trust of that node and the efficiency of the PKI as well. Hence trust
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value can be one of the most important parameters for the BC-PKI network. Therefore,
the current work considers the clustering of participant nodes of the blockchain network

and trust value calculation as the most inclusive factors.

5.4 Objective

The objective of this work us categorized into two subsections as follows:

e Approach 1 The objective of this work is to implement K-Means clustering to
make different clusters of the entire network. The contributions of this research

work can be summarized as follow:

— To implement the K-Means clustering technique to make different cluster of

the entire network.

— To measure the effectiveness of the clustering on the blockchain performance

in terms of computational time.

e Approach 2 It is the extended version of Approach 1 with the primary focus to
reduce the C'A search space. In addition, the proposed Clustering and Trust enabled
Blockchaon-based PKI (CTB — PKI) adopts the trust based mechanism to select
an efficient node as the C'A. The key contribution of this work can be summerized

as follows:

— The proposed C'T'B — PK I implements a cluster-based C' A selection approach
which reduces search spaces significantly. The clustering algorithms used in our
CTB — PKI CA selection process are based on 3 parameters: trust, response
time, and validation time. The proposed C'T'B — PK I uses the K — Means

with silhouettescore and DBScan clustering algorithms.

— The proposed CTB — PKI quantified the trust value-based experience and
reputation of the participant node. The reputation is based on direct and
indirect trust and the experience is calculated based on the number of successful

and unsuccessful past transactions

— The proposed PKI is evaluated based on the three metrics (i) response time
with and without clustering, (ii)validation time with and without clustering,
and (iii) Gas cost used for different transactions. The reduced latency of the
proposed CT B — PK I makes it suitable for Blockchain 2.0 and 3.0 application

domains.
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5.5 Machine Learning based Clustering and its need in
Blockchain

Clustering is an unsupervised machine learning technique for making multiple groups
based on some similar features [191]. In the case of blockchain, the clustering techniques

can be used two different scenarios.

e To make the clusters of blockchain data to identify the malicious activity that oc-

curred in the network.

e To make clusters of the blockchain node to minimize the search space while selecting

a C'A for one transaction.

Clustering the blockchain data is one of the most popular use cases of machine learning-
based clustering technique which can be reflected in section 2 and Table 5.3. The second
use case of clustering remains unexplored. A Blockchain network contains multiple num-
ber nodes and also multiple transactions. As per the blockchain feature, every transaction
must have a different C'A for validating the transaction. Searching different C'A every
time in the entire blockchain network will take numerous times which can also increase
the network overhead. So, clustering the blockchain network emerges as the solution to
decrease the network overhead by limiting the search space of C'A selection. The main is-
sue that node clustering faces are finding the appropriate features for grouping the nodes
into different clusters. For this, the response time and validation time can be the two

parameters for making the clusters.

5.6 Methodology

The proposed clustering based PKIs are implemented in the open-source Ethereum plat-
form (GETH). The solidity v 0.4.24 scripting language and Truf fle Suit are used
to deploy the smart contract to the blockchain environment. A system with Windows
10 OS, 8GB RAM, Intel i5 with 2.8 GHz clock speed, 1TB HDD, and 500GB SSD is
used to implement the proposed blockchain-based PKI. Section 5.6.1 and 5.6.2 show the
methodology description for Approach 1 and Approach 2 respectively.

5.6.1 Methodology for Approach 1

The main objective of this research work is to introduce the clustering technique to divide
the entire blockchain network into various groups. The main concept present in this
research work is to construct clusters based on the response time of the node. Initially, all

nodes are considered as a single group. After every transaction the response time factor
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(RTF) will be calculated which becomes the primary factor for making the clusters. In
the current research work the K-Means clustering technique along with the elbow method
as the internal validation measure. Depending upon the RTF the node can be a part of

a particular cluster.

5.6.1.1 Working Principle

When a node or miner wants to communicate then it has to specify the threshold RT'F
needed for completion of the transaction. Each cluster is identified by a value which is
the average RT'F' of all present nodes. When a miner node wants to communicate or to
make a transaction then it has to select a group of nodes for becoming the C'A of that
corresponding truncation. It can be achieved by implementing the Proof of Authority
(PoA) consensus model. The PoA consensus model selects a particular node from the
cluster based on its trust factor (T'F'). The T'F is just a counter which is increased by 1
for every successful transaction validated by that particular transaction and reduced by 1
for each unsuccessful transaction. After selecting the particular node from the group, the
smart contract is revoked to check the validity of the node for becoming the C'A and to
validate the transaction from every present node. Figure 5.1 shows the workflow of the

proposed work. The pseudocode of the proposed work is provided in algorithm 6.
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Algorithm 6 Algorithm for the proposed work

1: REQUIRE: Set of Nodes N=[N1,Ni,Ni,.cecceuv... »INn], NA;: Node Address (NA) of a
node, Nppresholg: Limit of a node N for becoming CA
PROC K — Means()

Implement Elbow() to determine the number of clusters (K)

Transaction Initiation
Select the required cluster for selecting the CA
Invoke PoA() Consensus
Select one cluster for getting the CA
Select CA
PROC SmartContract()
if (NAgy == valid) then
Verify the C Arpreshold
if (CApimit > CAThreshola) then

Process the transaction

=
P

else

—
e

Abort the transaction and return to 6
end if

. else

—_ = =
N2 T

Abort the transaction and return to 6
. end if

. if (Transaction==Successful) then

SR ORI
B v ®

Increare the Trust Factor T'F' by 1 and terminate
: else

Reduce Trust Factor TF by 1 and return to 4

: end if

NN

5.6.1.2 K-Means Clustering Algorithm

The K-Means technique is a benchmark method for splitting the entire dataset or nodes
into K non-overlapping subgroups, each including multiple cluster members. In the cur-
rent research work, the RTF has been considered as the key factor for making different
clusters. K-Means technique provides a method to make the clusters but the main issue
is deciding the number of K. To solve this issue there are several methods present out of
which the Elbow method is a well-known approach.

An elbow approach is used to graphically demonstrate the validity of the number of
clusters. The sum of squared errors (SSE) is determined for each k. A chart depicting an
arm with an ’elbow’ is used to denote the best k. In general, the SSE approaches zero
increasing the number of clusters by a factor of k. SSE is calculated by using the equation
5.1 with RFT as the Response Time Factor and VT as the key verification time and N is

the total number of nodes present in the blockchain network.
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SSE = i(RTFn ~VT,) (5.1)

n=1

5.6.1.3 Proof of Authority (PoA) Consensus Model

It depends upon the reputation of a participating node. The model first verifies the
identity and the behavior of the participating node before making it a lead node. Once
the transaction will be completed successfully the reputation of the node will be increased
by one which will help it in becoming a lead node in the further transaction. If the
communication is a failure then the degree of reputation will be decreased. The node
having the highest degree of reputation will be chosen for validating the key pair and

transaction within the network.

5.6.2 Methodology for Approach 2

his section focuses on the different building blocks of the proposed CTB-PKI system. The
proposed CTB-PKI is implemented in the open-source blockchain platform Go Ethereum
(GETH) with the smart contract as a key element. Figure 5.2 reflects the block structure
of the proposed work. Initially, the node that wants to initiate a transaction has to go for
the C'A selection. For selecting the appropriate C'A the node needs to select the cluster
first.

Clustering is a machine learning-based technique that allows making different groups
of data points having similar characteristics. The primary objective of the clustering
technique is to make an intrinsic grouping of an unlabelled dataset. The main question
present behind this technique is how to define the number of clusters. To solve this
problem various algorithms including K-Means, K-Means+-+, DBSCAN, Agglomerative
Hierarchical Clustering, etc are present. For the current study, the K-Means (section
5.6.2.2) and DBSCAN methods are being used to determine the number clusters.

The cluster selection depends on the minimum response time from the transaction
initiator node. From the selected cluster a node will be selected as the C'A depending
upon the trust value it has. A node having a higher trust value will have a higher
probability to become a C'A. After selecting the C'A the certificate is issued to the
requesting node and also forwarded the same for the network for synchronizing the same
in the DistributedLedger (DLT).

5.6.2.1 Model Description

The proposed CTB-PKI consists of different modules such as the Participant, Validation,

and Signature Revocation.
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Figure 5.2: Block diagram of the proposed CTB-PKI system

1. New Participant: This module is called when a node wants to communicate in
the blockchain. Before communicating the node status in the network is verified. If
the node is found to be a new joinee to the network then the following parameters
are invoked. This module has a 7-output tuple for a node when invoked as shown
in equation ?7?.

NewParticipant <— T{Node;q, NgTHaddress

(5.2)
Pr — KeyNa Pu — KeyN; NEzpiry7NRev}

e Node;s: It is a random number provided to identify a particular node in the

blockchain network.

® Nergaddress: 1t is an unique EThereumaddress provided by the GETH envi-

ronment to a node N.

o Pr— Keyn,Pu— Keyy: The Pr— Keyy and Pu — Keyy are the private and

public keys of a Node (V) to be used during the communication.

® Nggpiry: It is the maximum or threshold limit for a node 7 for which the node
N can become a C'A.

o Np.,: It is a counter of the node N to indicate the number of times a node

becomes a C'A. With the initialization, this counter value is set to 0.

2. Validation: In this section the validation will be done for two different nodes such

as the transaction initiator and selected validator. For instance, node A wants to
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initiate a transaction with selected CA as B. Then, the input tuple of this module

is reflected in equation 5.3.
Validation < T{ A4, Big, Expp} (5.3)

A,q and B,y are verified in or of both transaction initiator and the CA are checked for
their existence in the network. Fxp,4 is another input to this module for verifying the
eligibility of a node as C'A. Both of the conditions are executed in a smart contract.
If conditions are satisfied then the node will be allowed to have the corresponding

CA for validating the transaction.

3. Signature Revocation: After every transaction this module will be invoked. Tak-
ing the previous instance with A as the initiator and B as the C'A into consideration

the input tuple of this module is shown in equation 5.4.
SignatureRevocation <— T{Revp, Biq} (5.4)

After every transaction, the revocation id Rev;q of the CA will be incremented by 1.
Every time the CA’s Rev;q will be verified against the Fxp; to check the maximum
limit of that node for becoming the CA.

5.6.2.2 K-Means Clustering

K-Means is one of the most popular clustering techniques [192]. The objective of the tech-
nique is to find the number of k clusters out of N number of data points. The performance
of this algorithm depends upon the optimal k-value selection which is one of the biggest
issues of this algorithm. To solve this issue there are several internal validation methods
present such as the Elbow Method, Silhouette Coefficient, and Calinski-Harabasz [193].
For the proposed work the Silhouette Coefficient (SC) approach is adopted. To calculate
the SC the two attributes response time (R7")and validation time (V'T') of the blockchain
node are considered. The SC can be calculated by using equation 5.5. Algorithm 7 shows
the pseudocode of the K-Means algorithm.

_ RT,-VT,
"~ max(RT;,VT;)

SC (5.5)

5.6.2.3 DBSCAN:

Density-Based Spatial Clustering of application with Noise or DBSCAN technique is used
to identify different clusters of the data points that are closed to each other depending
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Algorithm 7 K-Means Clustering based on(RT;, VT;, T;)

Input: Set of Nodes N=[N;,No,........... V]
Output:Optimal k value
k —max < 18
k+1
while k < k-max do
CalculateSC
printSC
k+—Fk+1
end while
: Obtain the optimal k with maximum SC value

—
o

on some measurement [194]. It has two inputs mpts and epsilon. Algorithm 8 shows the
pseudocode for the DBSCAN method.

e mpts: It is the minimum number of data points required to form a dense region.

e Epsilon(e): It is the distance measurement that is used to locate the next data

points from any random datapoint.

Algorithm 8 DBSCAN algorithm based on (RT;, V'T;, T;)

1: Input:N, ¢, mpts

2: Output:Optimal k value
3: Cluster « ¢

4: for Vn € N do

5: mark n as visited

6: X «+ GETNEIGHBOUR(n,e)
7 if (] X| <mpts) then

8: mark n as the noise

9: else

10: Cluster< Cluster U n

11: end if

12: end for

5.6.2.4 Trust Calculation

Trust is the value that plays a vital role in selecting a particular node as the C'A for a
transaction [195][196]. The trust (7') of a node can be calculated by two factors including
(1) experience level (E) (section 1) (ii) reputation factor (R) (section 2). Notations used for
calculating the trust value are reported in Table 5.4. The trust value of every participating
node is calculated by using the equation 5.6 and 5.7 with wg and wg as the weight factors

such as wgr + wg = 1. Our work considers equal priority on the weightage of experience
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and reputation parameters.

Trust = wg X F+wr X R

1 1
Trust==x E+ - xR
rus 2>< +2><

Table 5.4: Notations for trust calculation

Notation

Definition

Eq

Initial Experience level of a new joinee
node

E min

The minimum experience level of a node
which is set to 0. The experience level is
normalized between 0 and 1

Emax

Maximum experience level of node

Rmin

The minimum experience level of a node
which is set to 0

«

Feedback score after successful transac-
tion

p

Feedback score after each unsuccessful
transaction

Ey

Current experience level of a node n

B

Updated experience level

St

Number of Successful transactions

Ur

Number of Unsuccessful Transaction

ST(c1-C2)

Successful transaction from cluster C1 to
C2

Urci-c2)

Unsuccessful transaction from cluster C1
to C2

1. Experience Level The experience level (E) is calculated by using positive experi-

ence (Eps), and negative experience (E,.4). The T),s and T),., are responsible for

increasing and decreasing the trust value of a node respectively. The experience

level of a node will be updated after every transaction.

(a) Positive Experience: For a transaction a node n acts as the C'A. After the

successful transaction the positive experience value (E,,s) follows the following

linear equation 5.8.

Et+1 = Et + al

(5.8)

where A can be defined as the equation 5.9 with 1 as the value to normalize

the experience value between 0 and 1.

A:T}X<1—Et>
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(b) Negative Experience: A node n acts as the C'A for a transaction. After
every unsuccessful transaction the negative experience value ((E.,)) follows

the equation 5.10.
Ei1 = Mazimum(Epin, By — B) (5.10)

2. Reputation Factor calculation The reputation factor (R) is the aggregation of
intra-cluster trust and inter-cluster trust. In the proposed work network clustering
is performed. For a transaction, the C'A and the node n can belongs to the same
cluster or a different cluster. If both of the nodes belong to a single cluster then the
trust is called a direct trust (Tp) otherwise the trust is known as the Indirect trust

(T1p). Tp can be calculated as the equation 5.11:

. Sr—Ur, .
Maximum(R,;m, ————) if Sp, U 0
T) = Bonin: 5 gy) WU # (5.11)

0, Otherwise

For instance a node i of cluster C'1 selects a node j as the C'A of another cluster C2,
then the T7p of the node the C'A is calculated as equation 5.12.

Stc1-c2) — Urci-c2) )

M aximum(Rin, A Ste1-c2), Ur(ci—c2)y # 0

Tip = Stc1-c2) + Urci-c2)

0, Otherwise
(5.12)

5.6.2.5 Consensus Model

For the proposed CT B—PK I Proofof Authority(PoA) consensus methodology is adopted.
The key concept present behind this consensus method is to choose the CA depending
on reputation or trust value. For every successful transaction, the trust value is updated
as per section 5.6.2.4. The reputation of a node as C'A will increase for every successful

transaction and decrease for every unsuccessful transaction.

5.6.2.6 Blockstructure

Block is the key element in the blockchain. It is composed of two different components as
block header and a body. The block header consists of (i) the hash of the previous block
(ii) the time stamp at which the block is created (iii) NONCE which is the optional part
that is kept only for the transaction using Proof of Work (PoW) and (iv) the Merkle root
which is hash of the root of the Merkle tree. By storing the hash of the previous block
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the chain of blocks is created which ensures the data integrity. A small change in the
transactional data will be reflected as it significantly changes the Merkle root. This also
simplifies the transaction verification process by only comparing the generated root hash
of the Merkle tree with the stored one. The body of the block indicates the transactional

data. Figure 5.3 shows the block structure used for the current work.

Block Header
Hash of the Time St Merkle Root Body
Previous Block ime Stamp Hash
s r

{Root Node} Root
{Intermidiate Node} ~ —J» H(TR,)I[H(TR,) H(TR.1)I| H(TR )
{Leaf Node} ———pf H(TR,) | [ H(TR.) | HTR.) | [ HTRY)
TR, TRy, — - — TRu+ TR,

Figure 5.3: Blockstructure of the proposed CTB-PKI system

5.6.2.7 Working Principle

The core functionality behind the proposed C'T'B — PK1 is to select the C'A for a transac-
tion depending on the node trust value. The higher trust value enhances the probability
of a node becoming C'A. CTB-PKI method suggests an approach for calculating the trust
of the nodes (see section 5.6.2.4). The decentralization characteristic enables the network
to have different C'A for different transactions. The blockchain network can contain a
large number of nodes. So the search space for selecting C'A every time increases the
computational overhead. To avoid this issue, the proposed work adopts different cluster-
ing algorithms such as K — Means and DBSCAN to make different clusters of nodes
(see section 2). Algorithm 9 and Figure 5.4 show the pseudocode and workflow of the
proposed work. The working process of the proposed work is elaborated in the following
steps.
Step-1

Initially, the clustering of nodes is executed depending upon two parameters such as
(RT,VT). It is because the trust value of the participating node is set to 0 initially. The
C'A selection process can be done based on the input budget (RT, VT) by the participant
node.
Step-2
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After a certain number of transactions, the nodes are re-evaluated for the cluster with
an input of 3 values (RT, VT, T). Each cluster have average RT and VT value named as
RT,.4 and VT,,,. For initiating a transaction the participating node provides a budget
of response time RT}y,q4¢ and a budget of validation time VTiyq4ec. The cluster which
has the least RT and VT compared to RTp,qget and V1yqger is selected as the preferred
cluster for our C'A selection process. Thereafter all nodes of the selected cluster evaluate

their rank by the equation 5.13.

RT VT
R W= g

Rank = WR X (1 — ) + WT X (513)

Tmaac

Equation 5.13 has three weighted parameters W R , Wy, and W which indicate the pri-
ority of response time, validation time and trust respectively where Wx + Wy + Wy =
I(normalized). The equal priority mode means Wr=Wy,=Wp = % In general applica-
tions, trust and delay are considered fundamental parameters where the delay is Ry + V.
In this sense the equal priority means WR+WV:% and Wp = % The Single priority mode
means any one of Wx, Wy, and Wy is unity and the other two are zero; for response time
priority, Wr = 1, Wy, = 0, Wy = 0; for validation time priority, Wr = 0, Wy = 1, Wy =
0; and for trust priority, Wr = 0, Wy, = 0, Wr = 1. The node of the selected cluster which
has the maximum rank gets the chance to become the C'A for the transaction. Algorithm
10 shows the CA selection process.

Numerous applications provide arguments for categorizing the weighted priority in
the various forms mentioned above. There are many real-time blockchain-based IoT
applications like VANET [197] where delay (response time and validation time) plays
a very crucial role compared to the trust factor we calculated from previous successful
transactions. However, for financial applications trust is a more important issue [198|
compared to delay. The three weighted factors can act like a tuning knob, depending on

the application these weight values can be changed.

( RT )

WR X (1 — RTmam>7 lf, Wv, Wr=20
VT
WVX(l_VT ), lf, WR,WTZO
Rank = T mazx (5.14)

WTX T s if, WR,WV:O
1 1 1 .
gXRT‘FgXVT—i—gXT, lf,WR:WV:WT

\

Step-3

The smart contract verifies the selected node N as C' A by N;q, and Ngrgaddress- 1f the
verification process is successful then the node eligibility for becoming the C'A is verified.
Step-4
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Figure 5.4: Workflow of the proposed CTB-PKI system

The selected expiry limit Nggpiry is compared with the revocation id Nge,. If the Nge,
is found smaller than the Ng., then only the C'A is allowed to validate the transaction.
Otherwise, the transaction initiator node is informed to select another C'A.

Step-5

For every transaction, the C'Ag,, is incremented by 1. In addition to the C'Agrgy, the

trust value of the C'A is reevaluated (see section 5.6.2.4).
Step-6
After a certain number of transactions, step 2 is invoked to reform the network cluster.
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Algorithm 9 Proposed CTB-PKI

e e e e e e e e T

DON N N NN

27:
28:
29:

)
alis

Input:Set of Nodes N:[Nla Nay N3y eeneee s Nn]a Niay NeTHaddresss NRevs NExpz‘ry
Output:Selected CA
Initiate Transaction
Invoke Proc K — Means() and DBSCAN()
Define the optimal number of clusters k
Initiate m number of transactions with k clusters
Cluster selection process
Invoke Selection() to select the appropriate CA
Invoke PoA()
for (i=1 to m) do
get CAid: CAETHaddressa CARem CAE:):piry
Invoke Smart Contract to verify the identity of C'A
if (CAzd == de) then
if (CAgrHaddress—= NETHaddress) then
CA Identity verified
else
C A identity mismatched. Abort the transaction and select a new C'A
end if
end if
Invoke Smart Contract to check the eligibility of CA
if (CARev S NE;tpiry) then
Validate the Transaction
C ARev + +
else
Maximum Trial is over for the elected validator. Please select another node
end if
Calculate Trust of the CA
end for
Invoke K — Means() for reclustering

5.7 Implementation and Performance Evaluation

The proposed clustering based PKIs are implemented in the open-source Ethereum plat-
form (GETH). The solidity v 0.4.24 scripting language and Truf fle Suit are used to
deploy the smart contract to the blockchain environment. A system with Windows 10
0OS, 8GB RAM, Intel i5 with 2.8 GHz clock speed, 1TB HDD, and 500GB SSD is used to
implement the proposed blockchain-based PKI.

5.7.1 Performance Evaluation of Approach 1

The blockchain network with 50 nodes is created with 300 transactions to evaluate the

proposed clustering-based PKI. For determining the number of clusters using the K-Means

algorithm with the elbow method as the internal validation method. Figure 5.5 shows the

number of cluster selections using the K-Means. The figure clearly depicts that the SSE
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Algorithm 10 CA Selection

I: IDPUt:Set of Nodes N:[Nla NQa N3a """ 9 Nn]a Nida NETHaddressa NRev) NE:rpiry
2: Output:Selected CA

3: for (i=1 to k) do

4: if (RTavg(i) < RTbudget & VTavg(i) < VTbudget) then

5: for (j=1 to N) do

6: Rank; = Wr x (1 = )+ Wy x (1 — 5= )+ Wy x (1 — 75-)

7 end for

8: end if

9: end for

is forming an elbow with a continuous decrease in SSE value after the 3" cluster. So for

the current research work, the number of preferred clusters is 3.

257~

05

| | | | | | | |
0 2 4 6 8 10 12 14 16 18
Number of Cluster

Figure 5.5: Workflow of the proposed CTB-PKI system

The performance of the blockchain in terms of RT'F with clustering is compared with
the performance of the network without the clustering technique. RTF' i the total time
required to complete the transaction starting from C'A selection process to validation
process. Figure 5.6 shows the performance comparison of a blockchain network with and
without the clustering technique.

Figure 5.16 shows the gas utilization for the different transactions. The average gas
utilization for the proposed PKI is 2.9 x 10%.

The time-lapse of key generation and key validation is reported in figure 5.8 in con-
trast to the network scalability considering up to 50 number of nodes. This shows that
upon increasing the size of the network, the key generation time and validation time also

mcrease.
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5.7.2 Performance Evaluation of Approach 2

The proposed CTB — PKI is implemented in GETH with 100 nodes. Each node is
associated with 100ETH and a 4000000 Gas limit. In the Ethereum Ganache truffle suit
the default gas limit for a node is 21000. However, different modules of the proposed PKI
framework require more than 21000 gas. Therefore, the gas limit has been changed from
the default value to the maximum limit. Lowering the gas limit causes a failure in the
transaction.

17 iterations starting from 2 to 18 are performed for both the clustering algorithm to
calculate the SC. The cluster that has the highest SC' is considered the optimal number
of clusters. From Figure 5.9, it is observed that the highest SC value for the number of

clusters 2 is 0.69. So for the current work, the optimal number of clusters is taken as
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2 by using K-Means. Figure 5.10 shows the cluster formulation using the K — Means
algorithm with (RT,VT) as the input parameter.

For n_clusters = 2 The average silhouette_score is : ©.6903439735221752
For n_clusters = 3 The average silhouette_score is : ©.5993351886913834
For n_clusters = 4 The average silhouette_score is : ©.6779672730777585
For n_clusters = 5 The average silhouette_score is : ©.6232853822253856
For n_clusters = 6 The average silhouette_score is : ©.581762375116075
For n_clusters = 7 The average silhouette_score is : ©.4904752381240736
For n_clusters = 8 The average silhouette_score is : ©.4482692589275538
For n_clusters = 9 The average silhouette_score is : ©.42993449983178245
For n_clusters = 10 The average silhouette_score is : ©.45094886561184716
For n_clusters = 11 The average silhouette_score is : ©.3697487633279482
For n_clusters = 12 The average silhouette_score is : ©.36192718169148563
For n_clusters = 13 The average silhouette_score is : ©.37281351599685206
For n_clusters = 14 The average silhouette_score is : ©.3655032301819e83
For n_clusters = 15 The average silhouette_score is : ©0.3661721632155484
For n_clusters = 16 The average silhouette_score is : ©.36247638066838335
For n_clusters = 17 The average silhouette_score is : ©.3566815739540332
For n_clusters = 18 The average silhouette_score is : ©.3631375926968854

Figure 5.9: SH value for different clusters using K-Means

Similarly, 17 iterations starting from 2 to 18 are performed for both the clustering
algorithm to calculate the SC' using the DBSCAN algorithm. Figure 5.11 it can be
observed that the highest SC value for cluster size 2 is ~ 0.46. So for the current work,
the optimal number of clusters is taken as 2 by using DBSCAN as well. Figure 5.12
shows the cluster formulation using DBSCAN algorithm with (RT,VT) as the input
parameter.Table 5.5 shows the number of nodes present in each cluster with different
clustering algorithms.

Figure 5.13 shows the number of clusters with RT', VT, and T as the input variable.
Due to high computational time, the DBSC AN algorithm is not used further. SC' value
for k = 2 is ~ 0.61 which is highest in contrast to other k value. The number of elements

in clusters 0 and 1 is 61 and 39 respectively.
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Silhouette analysis for KMeans clustering on sample data with n_clusters = 2

The silhouette plot for the various clusters. The visualization of the clustered data.
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Figure 5.10: Number of Cluster using K-Means
For n_clusters = 2 The average silhouette_score is : 0.46578912980980918
For n_clusters = 3 The average silhouette_score is : 0.4414879065123001456
For n_clusters = 4 The average silhouette_score is : 8.418970972651880956
For n_clusters = 5 The average silhouette_score is : ©.409089872636177256
For n_clusters = 6 The average silhouette_score is : 0.4166728098726662
For n_clusters = 7 The average silhouette_score is : ©.408729119280092154
For n_clusters = 8 The average silhouette_score is : ©.3989305452237629567
For n_clusters = 9 The average silhouette_score is : @.38565892556895
For n_clusters = 18 The average silhouette_score is : ©.39565681566519856
For n_clusters = 11 The average silhouette_score is : ©.37569812356886551
For n_clusters = 12 The average silhouette_score is ©.365689151586515625
For n_clusters = 13 The average silhouette_score is : ©.32252616565622454
For n_clusters = 14 The average silhouette_score is : ©.35569815313698535
For n_clusters = 15 The average silhouette_score is : ©.32656165689516567
For n_clusters = 16 The average silhouette_score is : ©.31461811458485681
For n_clusters = 17 The average silhouette_score is : ©.38235693548528789
For n_clusters = 18 The average silhouette_score is : ©.295687886745098556

Figure 5.11:

SH value for different clusters
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Figure 5.12: Number of clusters using DBSCAN algorithm

Figure 5.14 and Figure 5.15 reflect the response time and validation time of the pro-

posed PKI with and without the clustering algorithm respectively. From the figure 5.15,
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Table 5.5: Number of nodes in each cluster

Cluster Algorithm % of total node
K-Means DBSCAN | K-Means DBSCAN
Cluster 0 72 65 72 % 65%
Cluster 1 28 35 28% 35%
Total nodes | 100 100 100% 100%

Trust

Figure 5.13: K-Means clustering with RT, VT, and Trust as the feature

it can be observed that the proposed work reduces RT about ~ 38.2%. This improve-
ment is due to the reduction of search space in the C'A selection process. Figure 5.14
shows an improvement of V'I" with clustering in contrast to the V1 without clustering.
The proposed work reduces the VT about ~ 2.2%. This improvement is because of the
implication of trust value in selecting the C'A for validating the transaction. Figure 5.16
shows the gas utilization with the different number of transactions of the proposed work.
The average gas utilization of the proposed work is approximately 5 x 10%.

The participant node needs to set its own budget by setting the corresponding weight
factors Wg, Wy, and Wr. Depending upon the input the C'A is selected with appropriate
RT, VT, and T. Table 5.6 shows the C'A selection ranking process for 10 transaction
with different input budget. If the Wy is set to 1 then the node having the lowest RT
value is considered as the C'A. Accordingly, if the Wy is set to 1, then the node having
the highest trust value within the cluster is selected as the C'A.

5.7.3 Time Complexity Analysis

The proposed CT'B — PK 1 has different executable modules such as New Participant,
Validation, Signature Revocation, Smart Contract, K—Means, and DBSCAN. Among
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Table 5.6: CA selection ranking based on the selected input budget

Transactidnput RT (in | VT (in | T
Budget | Sec) Sec)
T, (1,1,0) | 106 |67 0.7
T (1,0,0) | 111 71 0.47
T (0,0,1) | 146 |81 0.95
Ty (1,0,1) | 112 79 0.85
T (0,0,1) | 142 74 0.94
Ts (1,1,0) | 108 69 0.37
T; (0,0,1) | 137 71 1
Ty (1,1,1) | 112 69 1
Ty (1,0,0) | 114 70 0.52
Tho (1,1,1) | 119 75 0.81

these the SmartContract and NewParticipant modules have the time complexity of
O(n). Whereas the other two modules have constant time complexity O(1). New Participant
and SmartContract may receive multiple transactions thus making the time complexity
of these two modules as 0(n). While for the other two modules Validation and the
Signature Revocation no transactional messages are generated, thus making the com-
plexity of these two modules as O(1). Implementing the PoA consensus mechanism has
the time complexity O(logn). Finally, the time complexity of K — Means and DBSC AN
algorithm are O(kN) and O(N?) with N as the number of nodes present in the network.

The time complexity of each individual module is reported in Table 5.7.
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5.7.4 Critical Analysis

BB — PKI in [186] proposed a PKI with the objective to avoid the SPoF issue of the
conventional PKI systems by introducing RAs. The node that wants a certificate for
communication needs to forward the request to RA. RA then forwards the same request
to the corresponding C'A. With this solution, the proposed methods put a limitation on
the P2P network concept. In BlockPK1I [187| a group of nodes is defined for becoming
C A. For every transaction, the node that belongs to that group only can have the chance
for becoming the C'A which makes the whole process semi-decentralized.

In Blockchain — based P K Imanagement framework [188] C'A needs to store all the
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Table 5.7: Time Complexity Analysis of proposed CTB-PKI model

Module Time  Com-
plexity

New Participant | O(n)

Validation O(1)

Signature Revo- | O(1)

cation

Smart Contract | O(n)

PoA O(logn)

K-Means O(kN

DBSCAN O(N?)

relevant information regarding the certificate issuance and revocation. This process needs
high memory availability at the C'A end which becomes the main issue of the proposed
system. In Cecoin [189] the main issue is the adoption of PolV consensus mechanism
for selecting the CA. PoW needs high computational capability at the node end which
becomes the main issue for the lightweight clients in participating in the network commu-
nication. The limitation present behind the X.509C1oud [190] is the number of certificates
during each transaction as this PKI generates the different certificates for transaction and
revocation. Table 5.8 shows the overall comparison of the above-mentioned blockchain-

based PKIs in contrast to the proposed PKI system.

Table 5.8: Comparison of the proposed work with existing literature

PKI Registration | Validation Revocation | Trust Calcu- | Node Cluster-
lation i

[136]

[187]

188

[189)

[190]

SNENENENENEN
SNENENENEIEN
SNENENENENEN
< | x| x| x| %
X[ x| x| %%z

a2

Proposed
Work

5.8 Conclusion

The proposed work addresses the limitation of the computational overhead of the existing
PKI systems. This work reports a blockchain-based PKI system C'T'B — PK I which uses
clustering algorithms K-Means and DBSCAN to reduce the C'A search space. The time
complexity analysis shows that the K-Means algorithm is more suitable compared to the
DBSCAN method for the current work. This work also focuses on the trust calculation of

every participating node. The node, having a higher trust value and lower validation time,
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and lower response time has a higher probability of becoming the C'A for a transaction.
For every successful transaction, the C'A trustworthiness is increased and the trust value
is decreased for every unsuccessful transaction. The performance of the proposed system
is evaluated based on the response time, validation time, and gas utilization required
for different transactions. The result analysis shows that network clustering puts an
impact on response time and validation time. The proposed approach reduces ~38.5%
response time and ~2.2% validation time compared to the PKI systems without clustering.
The improvement in response time and validation time reduces transaction validation
turnaround time in a blockchain-based communication system which makes the proposed
CTB — PKI more suitable for Blockchain 2.0 and 3.0 applications.

In our proposed C'T'B — PK 1, the trust of every node is calculated based on successful
and unsuccessful transactions. Other node communication quality factors such as data
transmission rate and data delay rate can be considered for making the trust calculation
more effective. The inclusion of clustering may increase the network performance by
decreasing the latency such as RT and V1. However, the network energy consumption
and computation effort have not been studied meticulously in our paper which we intend
to address in our future studies. Moreover, we intend to improve the trust value of the
proposed C'TB — PK 1 as well.
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Chapter 6

Conclusions

The emergence of Blockchain-based dApps has addressed two fundamental issues present
in centralized application systems: single-point failure and security risks using inherent
features. The features of decentralization, immutability, and transparency in dApps en-
able them to effectively address the aforementioned issues. However, blockchain-based
applications also face some challenging issues such as security concerns and computation
overhead, which need to be effectively addressed.

The objective of the current thesis is to address the issues present in both centralized
application systems and blockchain-based applications. The three primary contribution
of the thesis is stated in Chapters 3, 4 and 5 respectively. Chapter 3 presents a basic
blockchain-based decentralized application for storing and exchanging data of EHR among
doctors and patients. This is a basic implementation to understand the working principle
of blockchain-based applications. This dApp helps in removing the single-point failure of
the centralized application system. However, dApp does not provide any effective way to
deal with the cyber attacks present in the blockchain based application.

In Chapter 4, a security solution for blockchain-based PKI is developed. This BC-
PKI prevents many popular threats like DoS, DDoS, MITM, 51%, Injection, Routing,
and Eclipse attacks. Unlike conventional PKI, the developed PKI provides an effective
way to identify malicious Certificate Authorities using its smart contract. In addition,
this provides an equal opportunity to all available nodes to get Certificate Authority
status. This is achieved by setting the threshold value of each node in order to become
the Certificate Authority. If a node exceeds the predefined threshold, it will no longer
be allowed to become a Certificate Authority. The DPoS consensus algorithm utilized
in our PKI reduces timing complexity by avoiding excessive computational capacity at
the nodes’ end. The consensus mechanism and the adopted smart contract make the
developed PKI affordable for lightweight applications. However, the developed PKI does
not focus on reducing the computational overhead related to the Certificate Authority
selection process.

To address this issue, Chapter 5 proposes a PKI that utilizes clustering approaches
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based on validation time, response time, and trust. The developed PKI searches for
Certificate Authorities on the nodes of the chosen cluster, rather than searching on all
participant nodes, thereby reducing the search space for the Certificate Authority selection
process. This work also focuses on the trust calculation of every participating node. The
node, having a higher trust value, lower validation time, and lower response time, has
a higher probability of becoming the Certificate Authority for a transaction. For every
successful transaction, the trustworthiness of the Certificate Authority is increased, while
the trust value is decreased for every unsuccessful transaction.

All the three works of this thesis is implemented in Ethereum blockchain environment
GETH which is association with Ganache Truf fle Suit. Author has noticed GETH
has a scalability issue in terms of the number of transactions and the number of nodes.
An increase in the number of transactions and the node may affect the efficiency of the
developed PKIs. However, the works as mentioned above have certain limitations stated

as follows :

e The developed PKI of the current thesis calculates trust based on successful and
unsuccessful transactions. Author feels considering communication quality factors
of other nodes such as data transmission rate and data delay rate in trust calculation

can make the proposed consensus algorithm more efficient.

e The implementations in this thesis work have tested upto 100 nodes because of the
commercial constraints of Ethereum platform. In future, the author will study these

implementations for large network traffic to identify its effectiveness.

e The network energy consumption and computation effort were not studied meticu-
lously as they were beyond the scope of this thesis. However, this may be addressed

in future works.

e All the designs of current thesis are implemented in Ethereum platform. The designs
should be implemented in other blockchain platform as well to study the compara-

bility, scalability and effectiveness.

In future, the author intends to develop a browser plug-in for implementing BC-PKI as
mentioned in this thesis to identify the malicious Certificate Authority. Furthermore, the
author will also study all the aforementioned limitations and provide feasible solutions for

the same.
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